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Your data is here
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Maybe it should be here
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Motivation

● Is data within some political boundary

● Privacy protections

● Intellectual property protections

● Regulatory compliance
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What is the problem?



6

What is the problem?



7

What is the problem?



8

State of the Art
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Using a GPS enabled device

A. Albeshri, C. Boyd, and J. Nieto, “GeoProof: Proofs of geographic location for cloud
computing environment,” in Distributed Computing Systems Workshops (ICDCSW), 2012
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Latency-based measurement

Peterson et al., “The importance of geo-locating data in the cloud”
in USENIX on HotCloud 2011
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Latency-based with Observation

M. Gondree and Z. N. Peterson, "GeoLocation of data in the cloud," 
in CODASPY 2013.
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The Main Drawbacks

 Various service layers (App, Platform, OS, …)

 Requires hardware equipments (i.e. external 

landmarks)
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What is VLOC?

● A tool installed on VM
● Initialised automatically
● Adapts to the environment
● Verifies its physical location
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How it works (1): Finding servers
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How it works (2): Coordinates

IPaddressAPI.com
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How it works (3): Latency measurement
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How it works (3): Latency measurement

By using 
Normal HTTP requests
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How it works (4): Training
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How it works (5): Localisation
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Experimental Results (1): Accuracy
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Experimental Results (2): No. of Landmarks
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Experimental Results (3): Coefficients

Update process captured 20 times
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Limitations

 Data must not be moved during initialisation

 Network latency changes 

(frequent observation is required)

 Parameter tunning needed to achieve the best 

accuracy

 For very close regions, it is not accurate enough. 
(e.g. north of France and Belgium)
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Conclusions

 Does not require any particular hardware

 Does not require a fixed network of landmarks

 Adaptable to dynamic environments like the Internet

 Deployed as a software tool

 Can be employed in monitoring and enforcement of location 

based policies.

 Does not relay to the trustworthiness of the cloud provider
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Email: eskandari@fbk.eu
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● Acc is the accuracy

● P is the frequency of latency measurement 

● C is the confidence factor

● F refers to the network fluctuation

● f(R) is a function representing the changes of accuracy based on 

changes of range of operation

Factors impacting on the accuracy
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Imposing delay on network packets
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Further Information:

● No of collected URLs: 187,439

● No. of Observed Servers for Trento: 17,264

● Used ML technique: Polynomial Regression

● Interface: Web

● Implemented in: PHP/ MySQL running on Apache/Ubuntu
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