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Research and Education 
Identity Federations
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IDEM, the Italian R&E Identity Federation
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150 Members and 152 Identity Providers

80 Partners and 132 Services 

Cover 100% of the Italian State Universities

Serves around 2.000.000 Students, Researchers and Staff

eduGAIN Participants

REFEDS Participant
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“eduGAIN interfederation service connects identity 
federations around the world, simplifying access to 

content, services and resources for the global research 
and education community”
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79 Federations

9225 Entities

5581 Identity Providers

3663 Service Providers

* Last update April 8th, 2024

eduGAIN Global Coverage



Davide Vaghetti // TDI Workshop // Rome 2024

Signed metadata
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Trust flows in R&E Identity Federations
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R&E Identity Federations Hierarchical
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“To manage risks related to federated access to their services, 
some Relying Parties in research and education

federations must decide how much confidence they need in 
the assertions made by the Identity Providers [..]

Assurance Framework
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RAF Components
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Identifier 
Uniqueness

A method to communicate to the RP that the user’s 
identifier (such as a login name) is unique, and is only 
bound to one identity in the CSP’s context.

ID/unique

ID/eppn-unique-no-reas
sign

Identity Assurance
A method to communicate to the RP how certain the 
CSP was at enrollment time of the real-world identity of 
the Person to whom the account was issued. 

IAP/low

IAP/medium

IAP/high

Attribute 
Assurance

A method to communicate to the RP regarding the 
quality and freshness of attributes (other than the 
unique identifier) passed in the login assertion.

ATP/ePA-1m

ATP/ePA-1d



Davide Vaghetti // TDI Workshop // Rome 2024

REFEDS Authentication Profiles: SFA and MFA
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The Italian use case: IDEM Assurance Profiles

IDEM-P0 IDEM-P1 IDEM-P2 IDEM-P3

Identifiers
Natural person, 
unique identifiers

Natural person, 
unique identifiers

Natural person, 
unique identifiers

Natural person, 
unique identifiers

Identity vetting
Contacts Identity document Identity document 

+ evidences
Electronic Identity 
Card or Passport

Attributes quality
- Affiliation updated 

within one month
Affiliation updated 
within one day

Affiliation updated 
within one day

Authentication
SFA SFA MFA MFA
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IDEM Assurance profiles: signal, request, assertion
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Thanks!


