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Digital Identity Observatory

) The mission and objectives of the Digital Identity Observatory

MISSION

Developing and sharing knowledge on the potential offered by digital identity and
authentication systems and contributing to the development of the Italian market,
by generating opportunities for discussion between the main players active on the subject

Develop research results that could help market players to
RESEARCH understand the characteristics and opportunities offered by digital
identity systems

Create a qualified and independent table to encourage cross-
NETWORKING industry discussion between supply and demand companies, both
Italian and international

é COMMUNICATION Promo‘ge cult.mje, c'omm.umcate and spread knowledge on
\ the topic of digital identity

O<_ CONTINUOS Become a point of reference for all players who want to

= UPDATING stay constantly updated on digital identity topic
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() Digital Identity Observatory
06.06.23 | Trends on Digital Identity

) The research framework 2023

INTERNATIONAL AND ITALIAN CONTEXT

O O &6 © @

International «Big Tech» Innovative Regulatory National digital PNRR*
context strategies trends landscape identity systems  opportunities

TECHNOLOGICAL PARADIGMS AND DIRECTIONS FOR INNOVATION

|

Biometrics . APIls and technical Decentralized
& security Digital wallet integration identity and SSI

ADOPTION AND USE ENHANCEMENT

@ O

s Service providers Attributes Enabled
End-users Legal entities (business players e PAs) and data services
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*The Italian National Recovery and Resilience Plan (PNRR) is part of the Next Generation EU (NGEU) program



The Italian landscape of digital identity: SPID, CIE and the

2 identity in the private world

Digital Identity Observatory

p The need to adopt digital identity systems is well established
“ for PAs, private companies and users

IDENTITY IN THE PUBLIC WORLD

IDENTITY IN THE PRIVATE WORLD

spsd 35,2 min +-|3%

SPID issued

compared to June 2022

30,2 mn +26%

CIE issued

compared to June 2022

Data updated as of JUNE 2023
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IMPACTED PROCESSES

*+ Onboarding and first identification

+ Authentication for following accesses

« Authorization for operations and transactions
« Password recovery

|o] ; 7

Healthcare Banks Certification
and welfare Authorities
¥
@ Utilities A []
Gambling v Telco
Insurance 5
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. o Digital Identity Observatory
) The growth of CIE among users and Service Providers

While the diffusion of CIE is progressing among users, )
SPs are less inclined to adopt this system
DIFFUSION AMONG USERS DIFFUSION AMONG SERVICE PROVIDERS
36.178.122 34 Private companies

Public
entities

36,2

millions of
issued CIE

17.841.036
2020 2021 2022

It's important to notice that the number of issued CIE does not correspond to the number of people who have
activated the card to access online services, which was estimated to be 10 million people as of December 2022.
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Digital Identity Observatory

) The growth of SPID: issuance and logins

64% of Italians have a SPID identity, which today is used in a more «structured» way )

AGGREGATED LOGINS WITH

NUMBER OF ISSUED SPID
SPID
35,2 1.012,5
55,2
millions of
issued SPID
o 57 143,9
0
E
2020 2021 2022
2020 2021 2022 2023
@ Total logins (in millions)
. @ Average logins by user per year
: Data updated as of june 2023
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Digital Identity Observatory

) The adoption of SPID by age and geographical area

The adoption of SPID is not homogeneous and )
could exacerbate the existing divide in the Italian population

PENETRATION BY GEOGRAPHICAL AREA PENETRATION BY AGE

100% 79% 78% 7% 64% 49% 24%

74%

Lazio

52%

Molise

Campania 10%
experienced a 14%
growth of

39% since 2021 18-24 25-34 35-44 4554 55-64 65-74 75+

B Penetration in 2021 m Difference between 2021 and 2022 © Not in possession

Base: 32,2 min of issued SPID
/ '3;3.5' POLITECNICO O osservatori D‘ata updated.as of SEPTEMBER 2022
@eﬁ'ﬁ MILANO 1863 Aggregation of data directly collected from SPID IdPs 8
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O The adoption of SPID by private companies Pigtalidentity Observatory

p While the plethora of available services is increasing and diversifying,
the adoption of SPID by private companies is still at the beginning
S PRIVATE COMPANIES THAT HAVE
l o I ‘/) ALREADY ADOPTED SPID
Healthcare Banks Certification 201
and welfare 2 01 Authorities e,
. . {] Companies that
prlvate S|l Tel ‘ over 175.006“-. potentially need
. elCo E-enter rises o i certified digital
) ‘ ) P i identity
Gambling e v ' - ’ systems
Utilities Insurance s el
Recently, the role of Aggregators was introduced e
' 2 LRI R e € S “*Number of companies estimated according to the sector in
however its effects are difficult to monitor which they operate, based on ATECO codes
% E%ﬁi%:ﬁ: Q osservatori Data updated as of JUNE 2023 9
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The perspective of large Italian companies on national digital Digital Identity Observatory
identity systems

O

Q Italian companies still don't appreciate the strategic value of digital identity systems and
the potential held in their users’ data

Implementation in e
progress or completed We don't need certified 67%
attributes ?

Never _<
considered We have developed our .
own identity systems - 20%

101

We don't need certified I 59
companies

data

We don't know these I 5%
Evaluated but systems well ?

not of interest

We didn't know
integrating these systems 5%
was an option

\~

Data from a representative survey
of 101 large Italian enterprises 10
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Digital Identity Observatory

() elDAS revision and the EUDI wallet: the timeline

Q The European Digital Identity (EUDI) Wallet will allow European citizens to manage their digital identities
autonomosly and will provide an integrated signature certificate

( EUDI \

WALLET

K

Personal data Online services

/./;.2:22 Q12023 2024/2025

Jun 2021 First Architecture Preparations Q2 2023 Provision of the
Proposal for and Reference for the Large Scale : EUDI wallet by
elDAS revision Framework Pilotgs Adoption of the Member States

publication new elDAS 2.0

MILANO 1863
SCHOOL OF MANAGEMENT

POLITECNICO Oosservatori .

COPYRIGHT © POLITECNICO DI MILANO / DIPARTIMENTO DI INGEGNERIA GESTIONALE



O elDAS revision and the EUDI wallet: the different work streams Pigital ldentity Observatory

20Q;3 23:3 2024 2025 2026

"STREAM | TRILOGUES
STREAM TRILOGUES

TECHNICAL M\] m—\;
STREAM REVISION and DRAFT REVISION and
DRAFT...

of ARF v2
IMPLEMENTATIVE GRANT LARGE SCALE PILOTS WALLE;TinI;ASEMBER
STREAM AGREEMENT 7

PROVISION OF EUDI

12
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Digital Identity Observatory

() Large scale pilots and the role of Italy

p Italy is playing an active role within the consortia on the European scene,
with the presence of governmental or private actors in all 4 large-scale pilots

POT_NTIAL NOBID Consortium EU Digitﬂl Ident.ity Digital Credentials 4 Europe
: Wallet Consortium. PeaEy

148 organisations 6 countries and 21 65 organisations 23 countries
involved from 20 partners involved involved from 19 involved
PARTICIPANTS countries including ITALY as countries including ITALY
including ITALY as a member state including ITALY with private
a member state with private organisations
organisations

+ SIM digitization - Work identities

+ Bank account opening » Travel documents )
o g . L o * Professional
» Digital driving licence *  Working identities .
* Access to public + Digital payments * National identit GREIEETEemS Sie
USE CASES === e 'gital paymen Y educational
services « Signature certificates documents o
; o - certificates
« Signature certificates » Digital payments . .
= - } o * PA services and social
* Digital medical » Signature certificates

. security
prescriptions
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) The new paradigm for the distribution of digital identities: the wallet

Digital Identity Observatory

5

Several national systems are already evolving toward the wallet paradigm

Greece rolls out digital ID cards and
driving licences

identity app

By Tom P

By Tom Phillips « 6 July 2022

Czech Republic to roll out mobile
driving licences and digital IDs

1ld complement the existii
+ that can already be used
ne and will be developed *
stary of State for Digitalisz

By Tom Phillips « 25 January 2022

DIGITAL ID: A CR code = e

1s also announced this weq
:ard and identity wallet.

Greek citizens can now create, store and pre
national identity card and driving licence us

their smartphone,

The Greek government has begun rolling out the (

MOBILE ID: Users will be able to upioad and store ‘digital twins' of their physical documents on their device

Residents of the Czech Republic will soon be able to store, display and
verify digital versions of their identity card and driving licence on their
mobile device and will no longer be required to carry physical ID
documents if they do so, the Czech government has confirmed in a policy
statement.

{ » osservatori
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Belgium to roll out national digital

The Federal Government of Belgium is to enable residents to
heir national identity card along with
in a digital ID wallet on their

France to let citizens generate
digital ID by scanning physical elD
card with NFC smartphone

By Tom Phillips - 4 May 2022

Austria begins rollout of digital IDs
for contactless identity checking

By Tom Phillips - 27 October 2022

¢Como llevar el DNI en el movil?

0s dispositivos

+ French citizens will be able to store d

:itizens will soon be able tc
ation documents in a2 mob
le d'Identité E]ectronique
one.

al Identify Guarantee Service
vil status data of the card dig:
d to have access to dedicated
svernment’s interdepartment

DIGITAL DRIVING LICENCE: Officials scan the QR code on the driver's phone to access information

The Austrian government is enabling residents to create and store a
Apple or Android

digital version of their driving licence on thef

smartphone as a first step towards rolling out “as many digital 1D cards

and documents on mobile phones as possible”.

14
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Digital Identity Observatory

) The Italian strategy: a national wallet before EUDI

Italy is working to provide its citizens with a wallet based on the IO app that will precede the EUDI wallet

L’'IT Wallet (con CIE e SPID) che

23 | Verso lidenticydigitale enropea funzionera anche offline. Le interviste a

TD?S CONVEGNO | - Roma - 15:00 Durata: 2 ore 24 min chi lo sta realizzando
Tl R The Italian government is planning to provide its

. LT Wallet (con CIE e SPID) che funzioner anche offine. Le interviste a chilo sta realizzando © ~

B S citizens with an IT wallet using the 10 app
starting from 2024

PRT  0ENTITA DIGITALE 26852623

I1 governo punta sull’app lo: ci . . .
saranno dentro patente, tessera Al via il primo test sull'identita

sanitaria ed elettorale digitale europea in Italia

3.0 T mmlegntis S e bk I 1o Alessii Battl; aggi o oDreve Si parte a giugno con sperimentazioni su patente, ricetta medica e According to Uhder-Secreta ry BUtU, the app W|||

entro la fine dell'anno un ulteriore importante cambiamento positivo per la vita| autenticazione online attraverso la app lo nella provincia autonoma di

s cass frente Su Gl lcantiers celprogeto contain the digitalized driving licence, health
card and voter cards

Messaggio

Modera Fra ObEEt@i
il = 10
lnasc The IO app will also be used as the platform for a
e LSP trial of the Potential consortium that will
take place in the province of Trento in 2024
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