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1 Introduction

Over the last decades, the need for a secure and interoperable Know Your Customer (KYC) process has
become growingly important, especially in the financial sector. Such importance is also highlighted by different
international and European regulations such as EIDAS, PSD2, and AML. Nonetheless, empirical findings show
that the majority of current identity management systems are based on inefficient technical models. These
show many criticalities in managing the KYC process and generate costs of up to 500 million USD per year
per bank (Parra Moyano & Ross, 2017). Without an international standard for a standardized KYC procedure,
it is difficult for companies to remain compliant both locally and globally; companies have to follow different
regulations in the countries in which they operate, with non-standard KYC programs (Garber et al, 2021; NTT,
2020). Such systems are mainly based on centralized or federated models that have many drawbacks. Self-
sovereignty (SSI) models based on distributed systems might theoretically outperform the traditional models.
Indeed, the usage of solutions based on Distributed Ledger Technologies (DLT) could make identity
management much more efficient and could improve the KYC process, leading to time and cost savings as
well as the better overall security of data. On the other hand, distributed systems for KYC are still in an
exploratory phase (Benchaya et al, 2022; Qadir et al, 2022). While many scholars have explored such model
mainly based on reviews, theoretical or conceptual approaches (Eduardo Demarco, 2020; Singhal, at al. 2020;
Stockburger, et al. 2021; Ostern, & Riedel, 2021; Cucko, & Turkanovié, 2021), this paper shows the benefits
of a peculiar blockchain-based KYC model, called Distributed Know Your Customer (DKYC) which was tested
using a sandbox. Based on the results of the sandbox populated with an ecosystem of institutional bodies and
other regulated companies of the financial and non-financial sectors, this paper discusses the contribution of
self-sovereignty models for KYC by showing the benefits and implications of the DKYC model. The model
showed to be able to facilitate and make the process of exchanging data among the actors of the ecosystem
faster and less onerous. The authors elaborate on the results to show the main benefits of such a solution:
more efficiency in terms of time and costs and new opportunities in terms of new business models.

2 The Distributed Know Your Customer model

The DKYC model proposed in this paper provides that the data and documents are made available, always
with the explicit consent of the customer, by one entity to other thanks to the fact that the system allows the
sharing of data directly between entities (figure 1). In this sense, an entity can assume the role of custodian of
sensible data; the data can be shared only with the permission of the customer (EU 2018). Therefore, the
same user has the opportunity to check and arrange the documents already kept by different organizations
with which it has an active relationship. For example, a user can open a new account at a Ultility, thanks to the
secure, transparent, and unalterable exchange between reliable data sources held by the Entities in the
blockchain network. DKYC is also a distributed system as the data and documents reside where the business
relationship was born and kept. The balance between confidentiality and source reliability is achieved thanks
to the traceability of the compliance level used in the opening of the report by each entity that classifies each
available attribute (data or document). In the DKYC the same data or document is accompanied by the level
or degree of compliance for which it was subjected to validation in the KYC process. For example, the same
residential address is validated by two anonymous entities of different sectors (Bank, Utility, Telco), but each
attribute is weighted by a KYC class applied during the data acquisition (e.g., Class 1 Bank, Class 2 Utility,
Class 3 Telco). In conclusion, the main characterizing elements are:

e the control of the consent flow by the user. The consent to share data and documents is controlled by
the user as it has to grant the exchange of data between entities;



e the distribution of data and documents. This can be made by the Entities that generate or store data
based on an existing and active relationship;

e the traceability of the origin of data and documents. Traceability guarantees the confidentiality and
reliability of the source.

Figure 1. DKYC process

3 Arreal application of the DKYC: the OKYC PLATFORM

The Onboarding Know Your Customer (OKYC) is a platform based on the DKYC model that simplifies the
processes of opening a new relationship to save time and costs thanks to the safe, transparent and unalterable
exchange of data between different sources, leaving the user with full control of the flow of data. Indeed, the
OKYC platform supports an innovative digital process for the transfer and updating of the available information
in line with the needs of users and participating entities. The technological architecture is described in the
following report (Cetif, 2021). The platform was initially validated through a Sandbox organized by a committee
held by the IT company that developed the model and platform, a consultancy firm, and a multinational IT firm.
The Sandbox is a useful environment for analyzing, developing, and experimenting with use cases of various
types which, with the appropriate technological adaptations, will be able to see a rapid entry into a subsequent
production phase (Brown & Piroska, 2022; Fahy, 2022; Granell et al, 2022). Since their role as regulators of
the financial and insurance ecosystem, the first experimentation saw the involvement, as observers, of the
national central bank and the national insurance supervisor authority. For 4 months, between 2020 and 2021,
different entities participated as users of the platform; the entities were: 5 international banks, 1 multinational
Utility in the power sector, 2 IT services companies, 2 international companies providing financing and payment
services, 1 regional public administration and a philanthropic organization of the banking sector. The OKYC
Sandbox allowed the exchange, within the ecosystem, personal and/or additional data of the customer to
contribute to an enrichment of the information base available to the customer. During the Sandbox the actors
of the ecosystem have done a total of 1063 operations exchanging 18,579 attributes (e.g., street of residence,
identity card number, ...) meaning an average of 10 operations per user. Specifically, these operations covered
different aspects, 654 (61%) transfer operations among entities, 187 (18%) updates of data, 222 (21%)
automatic propagation of data, that is the automatic diffusion of updated data between the entities of the
ecosystem. To evaluate the experimentation phase and collect useful data and information on the onboarding
and KYC processes, two questionnaires were prepared, one for those who played the role of customers and
one for the experts who represented the companies. The first questionnaire assessed the strengths of the
platform, the customer experience, the amount of time saved in onboarding, the intuitiveness of the processes,
and the value attributed to the OKYC service. In particular, attention was paid to the evaluation of the user's
time savings for onboarding operations and the possibility of using the OKYC service with companies
belonging to different industrial sectors. With the OKYC Sandbox, users experienced a significant decrease in
time spent on KYC. This decrease in the time spent for the onboarding was quantified as a reduction of 46%
in the physical channel and by 64% in the digital channel of time spent for KYC. The second questionnaire
was submitted only to the group of experts to collect data on the economic savings generated by the use of
OKYC for the company, both in the physical and digital channels, on the performance and effectiveness of the
platform. After asking the experts to quantify the cost of current KYC procedures, the experts estimated an
overall cost saving of around 48% compared to traditional methods.



4 Advantages of the OKYC solution for the onboarding process

The project is one of the first Sandbox based on the DLT technology. The experimentation showed numerous
benefits for all the participants of the ecosystem, especially for simplifying the onboarding process, saving time
and cost thanks to a secure and unalterable exchange of data, and leaving the customer in full control of it. It
also represents a starting point for future developments in the distributed management of digital identity (table
1). From the empirical case, it appears that in the DKYC model, the validation and verification of data and
documents are strengthened by the presence of more operators. Furthermore, for a new entity willing to join
the ecosystem, it could receive such data and documentation more easily thus allowing saving of time. The
type of data as well as of the documents, not being static, may vary according to the types of business
relationships, therefore the set of data and documents available will be enriched over time, as the user uses
the system to access new products and services also from different sectors. In this sense, another distinctive
element also emerges, namely that the existence of different active relationships generates a responsibility
that is distributed between the different operators who are custodians of the data and documents of the same
subject. Finally, the traceability and classification of individual attributes generated through the mapping of
metadata make the origin of data and documents known during data acquisition, respecting the levels of
consent required according to the legislation. Traditional KYC systems can reach the first three characteristics
of the KYC process (table 1) as their theoretical models are not designed for sharing between the entities'
network. Rather these are focused on the digitization of the data acquisition processes. The solutions based
on SSI can be seen as complementary to the previous ones as they allow the creation of a network of entities
for the exchange of data and documents, thus extending the ability to trace the responsibilities and the origin
of the data transparently. The systems based on the DKYC model, in addition to making aspects such as
Validation and Traceability more efficient, add the qualifying aspect of the level of compliance of data and
documents.

Table 1. Main peculiarities of the DKYC model
Traditional KYC models Distributed KYC

Characteristics

of KYC
Validation of The ratio is 1 to 1 between the The ratio is N to M as the customer presents data
data customer and the entity. and documents validated by at least one previous

Verification of

Requires an active search by the

KYC.
The entity might receive data and documents from

data Entity from third parties to confirm other entities that have carried out a KYC on the
the customer's statement. customer.
Dataset Fixed and static based on sharable Variable and dynamic based on past relationships

Responsibility

documents (e.g., diploma, driver's
license, bank statement, ...).
It is mainly based on the customer.

(e.g., dataset necessary for the opening of the
different relationships for each product and sector).
The customer's statement is supported by functional
relationships (reinforced onboarding).

Traceability For the entity, the origin of data The source of data and documents is made known
and documents is known after data  to the entity during data acquisition (reinforced
acquisition (onboarding). onboarding).

Compliance It is not contemplated a priori, but It is meta information that accompanies the data and

only a posteriori.

documents acquired during the acquisition phase.

5 Implications and Conclusions

Based on the sandbox results, in this section the authors conclude by summarizing the possible benefits of
such a model. These benefits affect the KYC process from an economic, organizational, and regulatory
perspective.

5.1.1 Economic efficiency. From the experimentation, the results allow indicating a substantially greater
efficiency in the KYC processes with the only limitation of the different levels of automation that can affect the
individual operator in the processes of verification and validation of data and documents. The introduction of a
DKYC model promises a reduction in the use of human, technical, and organizational resources between 40
and 55%.



5.1.2 Lean verification mechanism and security. The effect of distributed responsibility on the validation
and verification of data and documents also has an impact on the organization of resources. The model allows
greater efficiency in the control capacity given by a better focus on the attributes that require a higher level of
verification. The attributes that are already validated by other entities require a lean verification process. At the
system level, consequently, it is expected to be able to reduce the risks and increase the security by allowing
a faster interception of fraudulent behaviors.

5.1.3 Scalability of the platform. The data and documents are stored in the databases of the various
custodians. Custodians keep data and documents. In this sense, the model is easily scalable because the
technological structure is distributed over different actors.

5.1.4 Privacy. The platform allows two levels of privacy. The first level is linked to the consent for data
processing. The user's consent to the "DKYC" service. It allows the application to map the metadata referring
to the identity attributes of the user at the level of the single entities. Furthermore, the consent is specific to
each relationship that is opened. The transfer of data and documents from custodian A to another entity is
safeguarded from the consent given to custodian A. In this way, the data transfer takes place safely with control
by the user because the user always knows which data is being transferred (it has ownership of the transfer).
The second level of privacy is linked to the physical storage of data. Data and documents are not stored on
the DLT platform. These are off-chain. Thus, they cannot be copied from the platform for malicious purposes.

In conclusion, the authors state that the model here presented might allow for several direct benefits. These
are greater transparency, simplified management of customer data, and a simple and fast sharing of data
necessary for the opening of a new relationship. Indirect benefits include a general speeding up of the identity
verification process and a significant reduction in related costs.
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