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Motivation

How many times did your company invoke incident response plans for an

S0%

40%

35%

30%

25%

20%

15%

10% 6%
5%

0%

Never

HM®

identity-related incident in the past year?
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Example

Snowflake data breach
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Research Questions

RQ1 - Which potential identity threats can
be identified for workforce identities, and
which stages of the digital identity
lifecycle do they affect?

RQ2 - Which detection methods can be
used to discover these potential identity
threats?

HM®

RQ3 - Which preventive and reactive
measures can be applied to respond to
such threats?
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Background
ldentity Threat Detection and Response

“Combination of security tools
and processes to defend

identity-based systems” [2]

Integration with IAM, PAM,
EDR, XDR, SIEM, SOAR,

etc.

Monitoring of loCs, TTPs,
Roles, Privileges, Behaviour <

Reactive capabilities %
Based on preceding insights ==
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Background
MITRE ATT&CK Enterprise Matrix
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Methodology

Literature Identity Threat Identity Threat "Tjﬁpetg{
Review Definition Classification Evaluation
« C1: Actions that might aim to compromise an « MITRE ATT&CK Enterprise techniques
identity OR

* Independent classification by two

« C2: Actions that might exploit a compromised digital researchers

identity as a starting point for malicious activities OR
« C3: Actions that might target identity-related * Agreement rate of 96.74%
infrastructure, such as |dPs, user directories, or

policies OR
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Methodology

Evaluation Schema

Identity MITRE Framework Classification Fiseyile Shines Affacted Assets Workforce ITDR Relevance
Threat Technique | Detection Mitigation Identity Pre- Post- Data
s Type Compromise | Compromise | Sources
Response
ZT 32 T1199 DS0015, M1018**, Provision Account, Organizational Privileged v v Application
DS0028, M1030%*, Provision Access, | Information, Log, Logon
DS0029* M1032%* Authenticate, Identity-related Session,
Manage Access, infrastructure IAM, PAM,
Deprovision Access EDR/XDR

* Detection and Response Methods which are addressed by capabilities of other security systems like EDR, Intrusion Prevention Systems (IPS), etc. Information
may still be forwarded to ITDR systems.

** Measures that typically need to be taken before a compromise and fall under the responsibility of other systems such as IAM. The implementation may still be
evaluated by ITDR.
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Results
|dentification of 366 Identity Threats — RQ1

Recon. [hesgurce  Initial  pyecution Persistence grivflege  Defense  Credential pigcoyery pihateral, collection SOMYMand exfiltration  Impact
T1548 T1548 T1557 T1210 T1557 T1071 T1020
T1197 T1134 T1134 T1560 T1092 T1030 T1485
T1123 T1659 T1048 T1486
T1610 T1563 T1119 T1132 T1041 T1565
T1200 T1203 T1021 T1185 T1001 T1011 T1491
T1559 T1091 T1115 T1568 T1052 T1561
T1072 T1530 T1573 T1567 T1499
T1556 T1080 T1602 T1008 T1029
T1550 T1213 T1665 T1537 T1495
T1005 T1105 T1490
T1039 T1104 T1498
T1025 T1095 T1496
T1074 T1571 T1489
T1114 T1572 T1529
T1090 |

T1113 T1219

T1125 T1205

T1102

<«

Legend T1057
. C1: Compromises a digital identity T1012
C2: Exploits a compromised digital identity T1018
. C3: Targets identity-related infrastructure Egg; Eg;g
Cl +C2 T1027 T1614
. Cl +C3 T1647 T1016
T1542 T1049
. C2+C3 T1055
Cl1+C2+C3 T1620 T1007
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Results
Evaluation — RQ1
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Figure 2. Affected identity lifecycle stages. Figure 4. Affected assets.
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Results
Detection and Response Methods — RQ2 and RQ3

Primary ITDR Detection Data Sources

ITDR-relevant Mitigation Techniques

MITRE ID

DS0002
DS0006
DS0021
DS0026
DS0028
DS0036

HM®

User Account M1018
Web Credential M1022
Persona M1026
Active Directory M1027
Logon Session M1032
Group M1043
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User Account Management

Restrict File and Directory Permissions
Privileged Account Management
Password Policies

Multi-Factor Authentication

Credential Access Protection
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Results
Threat-independent Detection and Response Methods

Detection Response
|5 Proactive monitoring of dark web & Locking and disablement of accounts
|E Active detection of stale and inactive accounts 1 Step-up authentication
# Active detection of unnecessary privileges and @ Cancelling session of suspicious accounts
entittements

Enforcing conditional access based on risk scores
(@\ User and Entity Behavior Analytics (UEBA)

¢ Anomaly Detection to address insider identity
0
threats
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Discussion
Challenges and Limitations of ITDR

Challenges Limitations

L[] Legacy Systems 2 (ldentity-) product-specific vulnerabilities and

attack surfaces

"1 Technology lterations

@ Social Engineering attacks
®0 Insider Threats

%= New identity-related technologies

'L Integration with other tools and disciplines

S @ Search of open websites and domains
No generally accepted definition
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Conclusion and Future Work

|dentification of 366 identity threats based
on the MITRE ATT&CK Enterprise

Framework

First step into systemization of identity
threats and foundation for further
development of ITDR capabilities

Classification and Evaluation based on

— Affected lifecycle stage of digital
identities

— Affected assets

— ldentity types (Privileged and Non-
privileged)

— Applicable
techniques

detection and mitigation

Need for close integration between security
tools

HM®

Further research needed:

— System identities

— Consumer identities

— Communication standards, etc.
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