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Who We Are

Department of Environmental Sciences, Informatics and Statistics: Cryptography Lab

Cybersecurity Lab
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- Network and Web
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Who We Are

Cybersecurity Lab

Projects
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Who We Are
Cybersecurity Center - FBK

Security in distributed
computing environment Software Security

Applied Cryptography Digital Identity

Management
o : Develop novel Al-driven methods for Design and security assessment
Match cutting-edge cryptography with ber th q ion in distributed Networking and application security ..
real use scenarios (e.g., digital identity, cyber threat detection in distribute of enrollment, authentication,
; ; computing environments il i
e-voting, cloud computing) puting G e T and authorization solutions
: . e Regular compliance

e  Privacy enhancing cryptography ° Aljdrlven ThreaF and A.n.omaly Detection S Aot e e e Multi factor authentication

e Cryptographic access control ° Prlvafcy—preservmg_ Sl . y e Single Sign-On

e Threshold cryptography ® Service and Sgcurlty OrchestratioN e Digital identity wallet

e Cyber Deception
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SeRIM 2025
Scope

@ Exploring security and risk assessment in identity management systems, by investigating how to
evaluate the security posture of identity solutions, assess risks, identify suitable security controls
together with privacy enhancing techniques, and ensure compliance with regulations.
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« Roberto Carbone (Fondazione Bruno Kessler) %
* Letterio Galletta (IMT School for Advanced Studies Lucca)
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* Simone Onofri (W3C)
* Federica Maria Francesca Paci (University of Verona)

7 submissions

* Marco Patrignani (University of Trento)
e Pieter Philippaerts (KU Leuven)
* Avinash Sudhodanan (Independent Researcher) 5 acce pted
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SeRIM 2025
Agenda

Introductory Remarks

Riccardo Focardi, Silvio Ranise (General Co-Chairs), Flaminia Luccio, Giada Sciarretta (Program Co-Chairs) SHbEnE
Session 1: Keynote
Session Chair: Riccardo Focardi
Modeling the Web to Secure the Web: Formal Analysis of Single Sign-On Authentication and Authorization Protocol Standards . .
. . : 9:15-10:15
Ralf Kisters (University of Stuttgart)
Session 2: Regular Papers
Session Chair: Matteo Busi
Decentralised Supply Chain Reputation: A Privacy and Self-Sovereign Identity Perspective 10:15-10:35
Abubakar-Sadiq Shehu and Steve Schneider (University of Surrey) ) '
Identity Threats and Where to Find Them: Mapping ITDR and MITRE ATT&CK 10:35-10:55
Vitali Serzantov, Erwin Kupris and Thomas Schreck (Munich University of Applied Sciences) ’ |
Coffee Break 11:00-11:30
Replication Study: Cross-Country Evaluation of the Recognition-Based Graphical Authentication Scheme in AR and VR Environments 11:30-11:50
Naheem Noah (University of Denver), Peter Mayer (University of Southern Denmark) and Sanchari Das (George Mason University) ) ’
Session 3: Short Papers
Session Chair: Roberto Carbone
Security Requirements Classification by Means of Explainable Transformer Models
Luca Petrillo (IMT Lucca and [IT-CNR), Fabio Martinelli ICAR-CNR), Antonella Santone (University of Molise) and Francesco Mercaldo (University of Molise 11:50-12:05
and lIT-CNR)
Towards Privacy-Preserving Revocation of Verifiable Credentials with Time-Flexibility 12:05-12:20
Francesco Buccafurri and Carmen Licciardi (University Mediterranea of Reggio Calabria) ) '
Closing Remarks 12:20-12:30
Lunch 13:00-14:00




