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Many corporate and end-user single sign-on solutions are
based on OAuth and OpenID Connect. For a secure operation,
both frameworks rely on web technologies with intricate
security properties.

In the past, security requirements of such frameworks and
web protocols were often under-defined and assumptions were
implicit. In the end, security was assessed in an adhoc way
instead of in a rigorous and systematic manner. This has led
to a number of critical security problems.

Formal methods enable a precise definition and verification
of security properties. In previous work, we have developed
models of the web that capture important security properties
and have successfully applied these models to find new attacks
on and verify the security of OAuth and OpenID Connect:

• The WebSpi approach in [1] is based on the applied pi-
calculus and ProVerif [3] and aims to make the discovery
of security vulnerabilities systematic and partially auto-
mated. To this end, some important features of the web
infrastructure had to be abstracted away.

• The FKS model [4] used in [5], [6] is the most detailed
model of the web infrastructure to date but does not
feature automation or tool-support so far. Instead, analysis
in the model relies on laborious pen-and-paper proofs.

We aim to combine the comprehensiveness of the FKS
model with mechanized (i.e., tool-supported and tool-verifiable)
proofs using F* [7] to encode and verify the FKS model and
OAuth/OpenID Connect models.

F* is a functional programming language aimed at program
verification. Program specifications, including correctness and
security properties, can be expressed precisely and compactly
thanks to F*’s type system, F* makes use of the SMT
(Satisfiable Modulo Theory) solver Z3 as the backend in order
to prove that programs meet their specifications. F* can be used
to model and verify software and protocols that are subject to
critical security requirements: cryptographic constructions and
protocols, web browsers etc. It has been applied successfully
to verify cryptographic protocols TLS 1.2 and TLS 1.3 [2]
including the underlying cryptographic primitives.

With mechanized proofs in the F* web model it becomes
easier to reuse proofs. For example, proofs for OAuth could be
reused in proofs for OpenID Connect, and changes/extensions
to the protocols could be tracked much faster. In a similar

manner, regression tests could be run against extensions of the
models.

Additionally, the F* specification of a protocol could be used
to extract runnable code in JavaScript, TypeScript, OCaml, F#
or C for execution. That way, we would be able to build an
executable OAuth library from verified code.

If this paper is accepted, we would report on our
research agenda and give a short status report of our work
(roughly 15 minutes).
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