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Source: https://www.entsoe.eu/data/map/ 
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Objective
Main objective of the eFORT Project is…
… to make European power grids more resilient and reliable 
to failures, cyberattacks, physical disturbances and data 
privacy issues. 

How?
To this end, a set of technological innovations will be developed 
for the detection, prevention and mitigation of risks and 
vulnerabilities with positive impacts on power system operation and 
stability. 

The eFORT solutions will be demonstrated at TSO, DSO, 
substation and consumer levels in 4 real demonstration grids 
that have been selected considering their complementarities and 
relevance to tackle the main threats of current European power 
systems.
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The project in a nutshell

Programme
HORIZON
EUROPE

Total budget
~ 9 M€

Project Coordinator
CIRCE

Total partners
23 partners
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The project in a nutshell
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• D2 – Delft (The Netherlands)
o Pan-European transmission system 

(TENNET infrastructre in NTH and 
Germany)

o Generation, substations and TSO-DSO 
points

• D3 – Sarentino Valley (Italy)
o MV and LV distribution
o Smart plant regulation 

and grid control

• D4 – Iltsi (Ukraine)
o Substation secure 

operation and design
o Digital SAS JSC

• D1 – Escúzar (Granada, Spain)
o Microgrid and user level 
o DER resources

Demo overview
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Demo cases
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Demo cases
• Blockchain for grid resilency and verification
• SecureBox
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Demo cases• Control Room of the Future
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Demo cases• Islanding Operation Mode
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Demo cases
• IDS
• Secure Substation Design
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Sep 2022 
• Start

Current status

What has been done?
• To characterize EPES involved within the scope 

of the project.
• To analyse the cybersecurity vulnerabilities in IoT 

devices and their impact on the grid
• To assess the effects at functional areas of 

cascading failures
• To identify and define the resilience actions for 

EPES
• To launch the different tools creation.
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Sep 2022 
• Start

Oct 2023
• Design  tool 

and modules

May 2025 
• Demo starts

Aug 2026

Current status
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Thank you!

efort-project@efortproject eFORT project

Visit and follow
www.efort-project.eu

This work has been Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of the European Union or European Climate, 
Infrastructure and Environment Executive Agency (CINEA). Neither the European Union nor the granting authority can be held responsible for them.

Contact us:
Alfonso Bernad

abernad@fcirce.es

http://www.efort-project.eu/
mailto:abernad@fcirce.es
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