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Introduction

* loT devices run a significant risk of being the target of
cyberattacks [1].
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Introduction

* Due to the complexity of threats, traditional signature-
based intrusion detection systems (IDS) have been
inefficient in identifying these attacks [2].

» Al systems present advanced solutions that exhibit
improved capabilities in detecting and mitigating the
impact of cyberattacks and potential threats on loT.
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Introduction

The primary benefit of Al-based approaches is their
ability to operate without seeking specific targets,

Eliminating the requirement to comprehensively define
all known attack vectors

Continuously update this attack dictionary [3]
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Introduction

* |oT devices are characterized by limited resources

 The application of Al-based security mechanisms on
loT devices faces memory capacity limitations,
necessitating the design of lightweight models [4].

« Many security datasets are complex and demand
significant computational power.
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Data normalization is a crucial preprocessing step in many AI systems, preceding feature engineering and classifier training. While it can enhance model performance, it also poses a risk of reducing data accuracy and detection accuracy, especially in intrusion detection datasets.
data normalization can introduce challenges when attempting to modify the dataset, as adding or removing data may necessitate a complete reconsideration of the training procedure, potentially resulting in increased runtime
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Introduction

* Binary detection methods, while common, are limited
In providing comprehensive security as they only
detect intrusions.

« It's essential to categorize specific attack types for
effective defense and decision-making.

 However, multi-class detection techniques may have
lower hit rates compared to binary methods, making
some attacks challenging to detect.

UNIVERSITY
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Contribution

« We introduced a methodology that refines attack

detection datasets by emphasizing the most influential
features, using principles from Explainable Artificial
Intelligence (XAl).

Our paper introduces an ensemble approach for loT
attack detection, merging unsupervised learning with
XGBoost for improved accuracy.

We've developed an efficient model surpassing the
state-of-the-art approach and comprehensively
evaluated it using the CIC-IDS dataset.

UNIVERSITY
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Related Work

lkram et al. [5] proposed an ensemble intrusion detection model
that merged different neural network types, such as Long Short
Term Memory (LSTM), Back propagation Network (BPN), and
Multilayer Perceptron (MLP).

However, the study did not employ explainability for feature selection, and it also omitted
the use of feature reduction techniques to create a more lightweight model

hunhe Song et al. [6] proposed an intrusion detection system
method that combines deep Ilearning and feature-based
techniques. The method uses a Bayesian approach to tune
XGBoost” hyperparameters for maximum performance while
minimizing performance loss due to incorrect parameter selection.

This method does not cater to the resource constraint demand of loT networks, and it
also lacks the utilization of explainability for achieving more precise results

UNIVERSITY
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Related Work

« Rabavathy et al.[7] proposed a new intrusion detection method
based on Sequential Online Extreme Learning Machine (OS-ELM)
for fog computing environments.

The proposed method uses multiclass detection, but this makes it more difficult to
identify attacks that involve privilege escalation and probing

« Blanco et al. [8] proposed a method for multi-class network
attack classification that can be installed in a router. The

method is based on a Convolutional Neural Network (CNN).
However, the work did not consider the IoT setting.
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Results

Table 1. Results of comparison of each attack type with current state of the art
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Conclusions

The proposed model incorporates XAl to identify the most
influential features for attack detection and to reduce the
feature space for a lightweight model.

An autoencoder is employed for anomaly detection in the
first stage, allowing agile release of benign traffic and
enablmghmore robust inspection using the XGBoost
approach for unidentified events.

The initial experiments conducted on the CIC-IDS dataset
have shown promising results. However, future work will
focus on evaluating the proposed approach using additional
benchmark datasets, such as BoT IoT3 and the NSL-KDD4
security dataset

UNIVERSITY
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Future Direction

« we will deploy the approach on a Raspberry Pi device
using TensorFlow Lite, allowing us to test it on a low-
cost, embedded platform. Once successful on the
Raspberry Pi, we will explore the potential of deploying
the approach on other embedded systems or MCUs.

* our plan includes simulating the system on real-world
loT and critical infrastructure networks to assess its
effectiveness in real-time intrusion detection

UNIVERSITY
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