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Presentation Notes
Hi Everyone,�My name is Nir, I’m a Master’s student in the department of Software and Information Systems Engineering At Ben Gurion University of the Negev in Israel.
Today I will present the paper I wrote with those four incredible people, titled “Labeling Network Intrusion Detection System Rules with MITRE ATT&CK Techniques using ChatGPT”
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The analyst is overloaded
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Presentation Notes
In this presentation we are going to discuss the topic of alerts investigation, and I wanted to start this presentation with some interesting insights.
Regarding a survey conducted by Critical Start in 2020, the participants were asked to answer the following question: 
“If your SOC has too many alerts to process, what would your cyber analysts do?”
68% of them answered they reduce the alert volume of specific features or thresholds
49% of them answered they turn-off high volume alerting features
42% of them hire more analysts 
28% stated they completely ignore certain alert categories
All of these answers indicate a major problem:
The analyst is overloaded with alerts.
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Before diving into the ways we can assist the analyst in investigating alerts, let’s understand what exactly are alerts?
Alert is a type of action that is triggered when a Network Intrusion Detection System (or NIDS in short) detects a network traffic that matches a certain rule.
In this presentation I will focus on one specific well-known NIDS which is Snort, but the concept is very much the same across all NIDS’s.
Snort can store snort rules, which are basically patterns, and it matches them constantly against the network traffic flowing in the system.
That means that every packet arrives to the NIDS system is tested against the Snort rules.
A rule has two main parts:
The header – which indicates the more common details in the packet, like protocol, source and destination IP and Ports, etc.
The rule options – additional parameters that allow a dipper inspection of the packet.
It is important to notice the ‘action’ field, in Industrial Control Systems the value of this field will almost certainly be ‘alert’, as we do not want to block certain packets by mistake in such critical processes.
So, when an analyst investigates such alerts, most of the time he will have no clue regarding the attackers' techniques and intentions, so we want to provide him with a higher-level information, that can help him understand the current state of an ongoing attack.
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When we are talking about higher level description of an attack state, we refer to the most common framework for describing attacks, which is MITRE ATT&CK.
MITRE ATT&CK provides two levels hierarchy:
First, we have the ATT&CK tactics, which describes the more general intention of the attacker, for example: when the attacker tries to gather information before executing an attack, his intention (or tactic) is Reconnaissance. MITRE provides 27 tactics.
Every tactic will have many possible actions or implementations the attacker can choose to perform, these are the MITRE ATT&CK techniques, for example, Active Scanning is a technique which falls under the tactic Reconnaissance.
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In this paper, we are trying to label (or link) NIDS rules (specifically Snort) with MITRE ATT&CK techniques.
And it is important to notice that linking them to techniques is a far harder problem than linking them to tactics, as we have 193 possible techniques, compared to only 27 tactics.
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* ChatGPT for annotating political Twitter messages (Tornberg)
* ChatGPT passes the Canadian Head and Neck Surgery Examination
(Long et al.)

 ChatGPT in cybersecurity for offensive actions (Tod-Raileanu et al.)

ldea: Why not use ChatGPT for labeling NIDS rules?
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Before we will dive deep into our method, I wanted to discuss the growing use of ChatGPT for performing experts’ tasks.
I provided here a few interesting tasks that were investigated to be solved by ChatGPT:
Annotating political messages
ChatGPT also passes a pretty difficult surgery examination
And, it was also used for offensive cyber security tasks such as writing highly sophisticated phishing emails
In all these cases ChatGPT outperformed the fields experts.
And the question we are asking is: if ChatGPT outperforms experts in other fields, and he have cybersecurity knowledge, why not use ChatGPT for labeling NIDS rules?


7 | e
Related Work TT N 5

-z e el

Non-networking-based Networking-based
CTI Labeling CTI Labeling
Reports CVEs NIDS rules Network

/ traffic

Lin et al. — Attack tactic labeling for cyber threat hunting


Presenter Notes
Presentation Notes
So in terms of related work, we covered a lot of works that label different Cyber Threat Intelligence (or CTI).
A work that is the most similar to ours is a research conducted by Lin et al. which labeled NIDS rules with MITRE ATT&CK tactics, and as we mentioned previously, this is a less complicated task than labeling the rules with techniques.
However, they did achieve a very impressive results with an F1-score of over 0.9, using a Machine Learning approach.
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So let’s discuss how exactly we are approaching this problem.
Our method is composed of two main phases:
The first phase uses ChatGPT – we spent a major amount of time experimenting with prompt engineering and decided to question ChatGPT twice per each rule. This part contains two types of questions we ask ChatGPT, we will discuss it in depth in a moment.
The advantage of using ChatGPT for this task is that we are able to explain the logic behind the labels it chose, we ask ChatGPT to provide an explanation for each label and a quote containing parts of the rule it based its answer on.
The second part of our method consists of a Keyword-based approach, later on we will see an example that will explain it the best.
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Services' technique.”
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First, we ask ChatGPT to label each rule without providing it the full list of ATT&CK techniques or any other knowledge, other than the rule itself.

ChatGPT’s answer:
sid: 213,
Technique id: "T1210",
Technique name: "Exploitation of Remote Services",
Quotes: ["alert tcp $EXTERNAL_NET any -> $TELNET_SERVERS 23”],
Explanation: "The rule suggests exploitation of the Telnet service, a remote service. This corresponds to the 'Exploitation of Remote Services' technique.”

So, we can see that ChatGPT is able to produce very reasonable explanations to labels.
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Secondly, we ask ChatGPT the exact same question as in the first time, but now we also provide him with the full list of ATT&CK techniques names and IDs. The logic behind this approach is that sometimes ChatGPT tends to provide a more frequently used techniques, probably because they appeared more in the data it was trained on.

ChatGPT’s answer:
sid: 213,
Technique id: "T1548",
Technique name: "Abuse Elevation Control Mechanism",
Quotes: ["MALWARE-BACKDOOR MISC Linux rootkit attempt”],
Explanation: "The rule implies an attempt to install a rootkit on the targeted Linux system. This corresponds to the 'Abuse Elevation Control Mechanism' technique, as rootkits often involve abusing privileges to maintain access and control."
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The second part of our method consists of a Keyword-based approach – we noticed that many times ChatGPT tends to miss techniques that are explicitly named inside the rule and provide a more complex techniques that are similar to them, so we decided to deterministically search for techniques names to make sure that they are not missed.
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After we performed the two methods, we unify the labels and left with labeled rules. 
The final step we need is post-processing: we remove duplicated techniques (if for example the same technique was suggested by both ChatGPT and the KB). In addition, ChatGPT is trained on data until September 2021, which creates a challenge as MITRE ATT&CK is sometimes gets updated and techniques names and IDs gets changed, so in this stage we also update old techniques names and IDs suggested by ChatGPT to match it to the current version of MITRE ATT&CK.
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* Asetof 162 labeled Snort rules from the
official Snort repository

* An average of 1.38 technique labels per rule

* 30 unique techniques in the entire

evaluation set
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To test the method, the first challenge we faced was finding a set of Snort rules with ground truth labels.
We found that the official Snort rules repository contains relatively small amount of rules which references web pages of techniques from MITRE ATT&CK.
We extracted a set of 162 such rules to act as our evaluation set.
A rule in the evaluation set has an average of 1.38 technique labels.
And the number of unique techniques in the set is 30.


Experimental Setup L NS

* Tested both ChatGPT-3.5 and ChatGPT-4

* Questioned ChatGPT with (LT) and without (WLT) the list of
ATT&CK techniques on each rule

* Applied the Keyword-based (KB) labeling on each rule

* Evaluated different combinations of methods

* Metrics: Average Precision, Recall and F1-score values
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In terms of the experiment itself, we wanted to test the differences between ChatGPT-3.5 and ChatGPT-4.
As mentioned, we questioned ChatGPT twice per each rule, one time without the list of ATT&CK techniques and the second time with the list.
We also applied the KB approach.
And we evaluated different combinations of methods, for example WLT + KB or WLT+LT
The metrics we measured for each combination are Precision, Recall and F1-score. 
We chose those metrics because they demonstrates well the tradeoff between offering a lot of techniques (which results in higher recall), and offering less techniques (which results in higher precision), the tradeoff will be reflected by the F1-score.�
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To make sure the methods’ success is not due to luck or by just hitting the most frequent techniques in the evaluation set, we decided to define a baseline that asks for every n: What will be my score if I will always select the n-most frequent techniques?
This is the frequency-based baseline (or in short FB)
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This graph shows the Precision and Recall values of each combination of methods, the red dots are the methods implemented by ChatGPT-3.5, the blue dots are implemented by ChatGPT-4. 
The thin lines between the dots connects dots of the same method, implemented by different versions of ChatGPT.
The gray line is the frequency-based baseline, and the first thing we can notice is that every method presented here outperforms the baseline.
The green dot is the keyword-based approach, and of course its precision is 1 as it never generated false positives, if for example the name rootkit is found inside the rule, then it will be labeled with the technique Rootkit. However, the recall of the method is very low since it does not find techniques that are not explicitly named inside the rule (the majority of techniques).

The shows a few interesting insights:
It is always beneficial to use the KB approach than not to use it.
ChatGPT-3.5 is always more precise than ChatGPT-4
Providing the list of techniques to ChatGPT-4 appears to improve the results, whereas providing it to ChatGPT-3.5 appears to weaken the results.
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Model Method Precision Recall Fl-score
FB baseline 0.117 0.637 0.191
KB 1 0.304 0.304
WLT 0.471 0.453 0.433
WLT + KB 0.514 0.553 0.492
LT 0.313 0.275 0.285
_ E
ChatGPT-3.5 LT + KB 0.396 0.443 0.397
WLT + LT 0.363 0.47 0.382
WLT + LT + KB 0.4 0.588 0.437
WLT 0.218 0.387 0.247
WLT + KB 0.263 0.549 0.317
LT 0.179 0.454 0.241
ChatGP1-4 LT + KB 0.21 0.585 0.29
WLT + LT 0.167 0.585 0.241
WLT + LT + KB 0.185 0.684 0.271

Average Precision, Recall and F1-score of each method
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In terms of the F1-score, interestingly, ChatGPT-3.5 achieved a much better result than ChatGPT-4, even though it is considered to be less sophisticated model.
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* Providing ChatGPT-3.5 with the list of technigues weakened the
results, in contrast to ChatGPT-4

* |t is always beneficial to combine ChatGPT with the Keyword-
based method

* |nterestingly, ChatGPT-3.5 achieved better results than ChatGPT-4

 We proposed a Proof-of-Concept of employing a publicly

accessible GPT for labeling NIDS rules
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So, to conclude the main insights from this research are:
Providing ChatGPT-3.5 with the list of techniques weakened the results, in contrast to ChatGPT-4 
It is always beneficial to combine ChatGPT with the Keyword-based method
Interestingly, ChatGPT-3.5 achieved better results than ChatGPT-4
We proposed a Proof-of-Concept of employing a publicly accessible GPT for labeling NIDS rules, which can be very useful for an analyst during alerts investigation, as it can provide useful explanations to techniques labels



Thank You!

Any Questions?

Contact: nirdanie@post.bgu.ac.il
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Thank you for listening, and I will be happy to take any questions.
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