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Presenter Notes
Presentation Notes
Hello everyone! My name is Filipe Apolinário, I am a Ph.D. student working at INOV INESC INOVAÇÃO, which is a research center located in Lisbon, Portugal.Today, I am presenting IM-DISCO: IM-DISCO: Invariant Mining for Detecting IntrusionS in Critical Operations, This work is developed under Guilherme Saraiva master thesis advised by me and professor Miguel Pardal and included in the H2020 Starlight Project. So any feedback you have will help us improve our ongoing researchAs we will see trough this presentation, This work offers a solution to monitor a critical infrastructure, detect cyberphysical attacks and Notify the security operators with the necessary context to react to the attack.



Cyber-Physical Systems

Monitor and control physical processes

Contained in Critical Infrastructures
- Transportation Networks
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Presenter Notes
Presentation Notes
Ok so, when we think of critical infrastructures like railway infrastructureWe normaly think of the physical components like the trains, stations and rails.
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Monitor and control physical processes

Contained in Critical Infrastructures
- Transportation Networks
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Presentation Notes
However, those physical systems are more complex than that and are interconnected with computers, forming a cyberphysical system, The computers monitor and control the physical environment and make sure the critical infrastructure runs smoothly.This way, Cyberphysical systems have contributed throughout the years for economic growth in critical infrastructuresHowever…



Cyber-Physical Systems - Problem

Vulnerable to cyber-physical attacks
- Ex: Ransomware attack on a railway in Denmark

Access the actuators to disrupt operations
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Presentation Notes
the growing complexity and interconnectivity of these systems make them vulnerable to cyber attacks. This is particularly evident, In the last couple of years, with many cyber attacks occurring on critical infrastructures.
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Particularly an alarming number of cyber attacks caused physical damageTo name a few,
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Presentation Notes
For instance, on 2022, a ransomware attack on a railway in Denmark caused a disruption in train services. 



Cyber-Physical Systems - Problem

Vulnerable to cyber-physical attacks
- Ex: Ransomware attack on a railway in Denmark

Access the actuators to disrupt operations
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And in the past month of August, Hackers broke into a Polish railway and disrupted train circulation in the country.Cyberphysical attacks are mostly regarded as an ultimate impact of a cyber attack, since when an attacker gains access to the physical systems… The attacker can compromise the citizens safety and protection.



Cyber-Physical Systems - Example

Train cyber-physical system
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Presentation Notes
To beter understand the potential safety problems of a cyberphysical attack, Let us consider a train that uses a CPS to control its movement. 



Cyber-Physical Systems - Example

Train cyber-physical system

Sensors
- velocity
- acceleration
- temperature
- …
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Presentation Notes
We have a group of sensors that measure the velocity acceleration, and temperature. 



Cyber-Physical Systems - Example

Train cyber-physical system

Sensors
- velocity
- acceleration
- temperature
- …

Actuators
- brakes
- throttle
- doors
- …

10

Presenter Notes
Presentation Notes
And we have also a group of actuators, including the door buttons, the brakes, and the throttle



Cyber-Physical Systems - Example

Train cyber-physical system

Sensors
- velocity
- acceleration
- temperature
- …

Actuators
- brakes
- throttle
- doors
- …

Operational Modes

- Riding
- arriving station
- on station
- leaving station
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Presentation Notes
As our experience dictates, unmanned trains typically use the sensors and actuators forShifting between train operation modes.They can make the train ride between stations,Arrive at a station,Stop the train, open and close doorsAnd resume train march



Cyber-Physical Systems - Example

Train cyber-physical system

Sensors
- velocity
- acceleration
- temperature
- …

Actuators
- brakes
- throttle
- doors
- …
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Operational Modes

- riding
- arriving station
- on station
- leaving station

Presenter Notes
Presentation Notes
Under this setting, An attack on a train may pass to…
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Operational Modes

- riding
- arriving station
- on station
- leaving station

Presenter Notes
Presentation Notes
activate a brake to stop the train and deny the transportation service
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Train cyber-physical system
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- acceleration
- temperature
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Actuators
- brakes
- throttle
- doors
- …
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Operational Modes

- riding
- arriving station
- on station
- leaving station

Presenter Notes
Presentation Notes
It can futher escalate the situation, by closing the doors. Taking for example passengers as hostage.
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Operational Modes

- riding
- arriving station
- on station
- leaving station

Presenter Notes
Presentation Notes
And it may opt to accelerate higher than the speed limit to derail the train and hinder passenger safety.
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Operational Modes

- riding
- arriving station
- on station
- leaving station

Presenter Notes
Presentation Notes
To cover their tracks, attackers may also tamper with the sensors so that for example the velocity displayed to the train driver, does not reflect the real velocity of the train.It is thus paramount to have security method to detect in realtime such malicious behaviour and provide the necessary mechanisms for prompt decision making.



Intrusion Detection Systems

Passively collects and analyzes different data source

Anomaly Detectors:
[+] Detect novel attacks
[-] Incomprehensible alarms
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Presentation Notes
To this end, Anomaly-based Intrusion Detection Systems (IDS) have been developed throughout the years to dettect cyberphysical attacks. The detection employed is mostly done by monitoring the sensors and actuator statesAnd detecting abnormal oscilations on sensor measurementsFor example in this chart, an anomaly of train throttle can be measured by following its evolution throught time…



Intrusion Detection Systems

Passively collects and analyzes different data source

Anomaly Detectors:
[+] Detect novel attacks
[-] Incomprehensible alarms
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Anomaly!

Presenter Notes
Presentation Notes
And detect abnormal growths, like this anomaly in redwe have never seen this level of acceleration before! Despite the efficacy in anomaly detectionthe majority of these IDSs use complex techniques such as neural networks Which are hard to understand by the user receiving the alarms, causing thus an overhead in the reaction to the intrusion



Invariant Rules

Physical conditions that must be sustained to maintain the
normal functioning of the system

Anomaly - process value that violates the rules

Ex:
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(velocity > 20m/s ∧ station_distance > 40m) ∨ (station_distance < 40m)  ⇒
brakes = ON

Presenter Notes
Presentation Notes
An alternative approach is to use logic programming to correlate sensors and actuators, And find rules that are more understandable to humans…In this regard, invariant rules are logic programming conditions that model the correct state of the physical environment.
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Ex:
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(velocity > 20m/s ∧ station_distance > 40m) ∨ (station_distance < 40m)  ⇒
brakes = ON

Presenter Notes
Presentation Notes
For example, we can express a security relationship between train velocity and braking system by correlating the sensors and actuators to express when the train should be slowing down:This can be seen in this this invariant ruleWhich can be translated as, 



Invariant Rules

Physical conditions that must be sustained to maintain the
normal functioning of the system

Anomaly - process value that violates the rules

Ex:
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(velocity > 20m/s ∧ station_distance > 40m) ∨ (station_distance < 40m)  ⇒
brakes = ON

Presenter Notes
Presentation Notes
the train should be slowing downwhen



Invariant Rules

Physical conditions that must be sustained to maintain the
normal functioning of the system

Anomaly - process value that violates the rules

Ex:
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(velocity > 20m/s ∧ station_distance > 40m) ∨ (station_distance < 40m)  ⇒
brakes = ON

Presenter Notes
Presentation Notes
maximum velocity has been reached



Invariant Rules

Physical conditions that must be sustained to maintain the
normal functioning of the system

Anomaly - process value that violates the rules

Ex:
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(velocity > 20m/s ∧ station_distance > 40m) ∨ (station_distance < 40m)  ⇒
brakes = ON

Presenter Notes
Presentation Notes
or we are approaching a stationIn this case, any violation of the rule is an anomaly,For example, 



Invariant Rules

Physical conditions that must be sustained to maintain the
normal functioning of the system

Anomaly - process value that violates the rules

Ex:
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(velocity > 20m/s ∧ station_distance > 40m) ∨ (station_distance < 40m)  ⇒
brakes = ON

…

velocity = 26m/s, station_distance = 50, brakes = OFF, …  ANOMALY!!

Presenter Notes
Presentation Notes
This anomaly is caused by exceeding cruise velocity, and still not activating the brakes for slowing down.Invariants thus provide the necessary context for an expert to interpret what caused the alarm.



Invariant Rules - Problem

Complex rules may difficult the interpretation of the alarm

Ex:
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(velocity > 20m/s ∧ station_distance >= 40m ∧ acceleration > 1m/s2 ∧ doors = OFF) 
∨ (station_distance < 40m ∧ acceleration <= 1m/s2) ∨ (station_distance = 0m ∧

doors = ON ∧ velocity = 0m/s  ∧ acceleration = 0m/s2)  ⇒ brakes = ON

Presenter Notes
Presentation Notes
However depending on the complexity of the rules the interpretation may not be obvious...For example adding



Invariant Rules - Problem

Complex rules may difficult the interpretation of the alarm

Ex:
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(velocity > 20m/s ∧ station_distance >= 40m ∧ acceleration > 1m/s2 ∧ doors = OFF) 
∨ (station_distance < 40m ∧ acceleration <= 1m/s2) ∨ (station_distance = 0m ∧

doors = ON ∧ velocity = 0m/s  ∧ acceleration = 0m/s2)  ⇒ brakes = ON

Presenter Notes
Presentation Notes
the acceleration and the state of the doors, makes a very complex rule…



Invariant Rules - Problem

Complex rules may difficult the interpretation of the alarm

Ex:
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(velocity > 20m/s ∧ station_distance >= 40m ∧ acceleration > 1m/s2 ∧ doors = OFF) 
∨ (station_distance < 40m ∧ acceleration <= 1m/s2) ∨ (station_distance = 0m ∧

doors = ON ∧ velocity = 0m/s  ∧ acceleration = 0m/s2)  ⇒ brakes = ON

Presenter Notes
Presentation Notes
That expresses the same intention as the previous rule, when should the train be should slowing down?Same as before…



Invariant Rules - Problem

Complex rules may difficult the interpretation of the alarm

Ex:
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(velocity > 20m/s ∧ station_distance >= 40m ∧ acceleration > 1m/s2 ∧ doors = OFF) 
∨ (station_distance < 40m ∧ acceleration <= 1m/s2) ∨ (station_distance = 0m ∧

doors = ON ∧ velocity = 0m/s  ∧ acceleration = 0m/s2)  ⇒ brakes = ON

Presenter Notes
Presentation Notes
When we have reached cruise veloity



Invariant Rules - Problem

Complex rules may difficult the interpretation of the alarm

Ex:
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(velocity > 20m/s ∧ station_distance >= 40m ∧ acceleration > 0m/s2 ∧ doors = OFF) 
∨ (station_distance < 40m ∧ acceleration >= 0m/s2) ∨ (station_distance = 0m ∧

doors = ON ∧ velocity = 0m/s  ∧ acceleration = 0m/s2)  ⇒ brakes = ON

Presenter Notes
Presentation Notes
When we are reaching the station



Invariant Rules - Problem

Complex rules may difficult the interpretation of the alarm

Ex:
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(velocity > 20m/s ∧ station_distance >= 40m ∧ acceleration > 0m/s2 ∧ doors = OFF) 
∨ (station_distance < 40m ∧ acceleration >= 0m/s2) ∨ (station_distance = 0m ∧

doors = ON ∧ velocity = 0m/s  ∧ acceleration = 0m/s2)  ⇒ brakes = ON

Presenter Notes
Presentation Notes
Or when we are at the station onboarding passengersSo in this article we explored how we can model a cyberphysical system using invariant rules Without falling into this very complex rules That at first sight are difficult to understand …



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode
of the CPS

Ex:

doors = ON  ∧ velocity < 1m/s  ∧ brakes = ON  ⇒ M = on_station
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Presenter Notes
Presentation Notes
Our solution was to model invariants using the observable operation mode of the CPS.For example to monitor a train we can model with an invariant rule the conditions for movement…



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode
of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station
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Presentation Notes
Onboarding passengers on a station… as



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode
of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity = 0m/s ∧ brakes = ON, M = on_station
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Presenter Notes
Presentation Notes
the doors of a train being opened, so that passengers can enter



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode
of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity = 0m/s ∧ brakes = ON, M = on_station
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Presentation Notes
the brakes being pressed and the velocity being 0, so that the train is parked



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode
of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity = 0m/s ∧ brakes = ON, M = on_station
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And being at the stationWe can also use this rationale to model,



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s ∧ brakes = OFF , ∧
distance<40 ⇒ M = leaving station

doors = OFF ∧ 0 m/s < velocity < 20m/s ∧ distance>40 ⇒ M = riding
doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s, ∧ distance<40 ⇒ M = 

reaching station

doors = OFF ∧ velocity = 0m/s ∧ brakes = ON, M = on_station
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The train leaving the station In this case with the doors closed, deactivation of the brakes and the increase of velocity
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Creation of invariants for modeling the observable operation mode of the CPS

Ex:
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And we can also model The train riding through the tracks between stationsIn this case the doors are closed and the train is distant from the previous station



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s ∧ brakes = OFF , ∧
distance<40 ⇒ M = leaving station

doors = OFF ∧ 0 m/s < velocity < 20m/s ∧ distance>40 ⇒ M = riding
doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s, ∧ distance<40 ⇒ M = 

reaching station

doors = OFF ∧ velocity = 0m/s ∧ brakes = ON, M = on_station
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finaly we can model the train reaching a new station



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s ∧ brakes = OFF , ∧
distance<40 ⇒ M = leaving station

doors = OFF ∧ 0 m/s < velocity < 20m/s ∧ distance>40 ⇒ M = riding
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reaching station

doors = OFF ∧ velocity = 0m/s ∧ brakes = ON, M = on_station
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We can thus model detection rules of the complete lifecycle of the train, from thestarting station to the finish,And infer in real-time the operation mode of the train which can easily be confirmed by the security expert with its own eyes by observationThus raising the expert trust and alsoAllows to easily understand the security violation involved, since alarms of security violations are intuitiveFor example, 



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s ∧ brakes = OFF , ∧
distance<40 ⇒ M = leaving station

doors = OFF ∧ 0 m/s < velocity < 20m/s ∧ distance>40 ⇒ M = riding
doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s, ∧ distance<40 ⇒ M = 

reaching station

doors = OFF ∧ velocity = 0m/s ∧ brakes = ON, M = on_station
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Presentation Notes
if the doors do not open in rule1:We have a potential denial of service since doors should be opened for the passangers to enter or exit the train.On a different case, if we…



Invariant Rules - Solution

Creation of invariants for modeling the observable operation mode of the CPS

Ex:

doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧ distance=0 ⇒
M = on_station

doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s ∧ brakes = OFF , ∧
distance<40 ⇒ M = leaving station

doors = OFF ∧ 0 m/s < velocity < 20m/s ∧ distance>40 ⇒ M = riding
doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s, ∧ distance<40 ⇒ M = 

reaching station

doors = OFF ∧ velocity = 30 m/s ∧ brakes = OFF, M = riding
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Presenter Notes
Presentation Notes
exceed the cruise velocity we can clearly see a violation of rule3:That can show a potential case of derailment being detected.Ok this is good, we have a strategy for detection!But this seems a lot of work to configure…can we create this rules automatically? 
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We can! We propose IM-DISCO to do this job!IM-DISCO is a tool that is able to mine invariant rules that infer the cyber physical system operational mode based on the physical conditions reported by sensors and actuatorsThese invariant rules can be used to monitor in real-time, the cyberphysical sensors and actuators, And detect abnormal changes in cyberPhysical operation modes. 
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To mine such rules, 
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IM-DISCO receives a training dataset that measures the cyberphysical system Sensors and actuators during a learning period Which is also annotated with the operational state of the cps.
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Velocity=20m/s, acceleration=2m/s; riding
Velocity=20m/s, acceleration=3m/s; riding

Presenter Notes
Presentation Notes
For example a trainning dataset to monitor the train sensors and actuatorsCan be a set of throttle, and velocimeter measurements.Each measurement annotated by an expert, whether the train is riding or stopped at a station.
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IM-DISCO then generates what we call predicatesWhich are sensor and actuators conditions verified in each operational modeFor example, for the train we capture among other
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distance<40m (leaving station)

Presenter Notes
Presentation Notes
The minimum threshold distance for the train being nearby the station, while leaving station
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distance<40m (leaving station)
Velocity<20m/s (riding)

Presenter Notes
Presentation Notes
And for being in cruise velocity while riding
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IM-DISCO then proceeds to mine the InvariantWhere it establishes a statistical relationship between predicates in order to: -build understandable rules that cover -all the situations an operational mode was registered



IM-DISCO Rule generation
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- Predicate Generation
- Invariant Rule Mining
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doors = ON  ∧ velocity = 0m/s  ∧ brakes = ON , ∧
distance=0⇒

M = on_station
doors = OFF ∧ velocity > 0m/s  ∧ acceleration>0m/s ∧
brakes = OFF , ∧ distance<40⇒ M = leaving station

doors = OFF ∧ 0 m/s < velocity < 20m/s ∧ distance>40⇒
M = riding

Presenter Notes
Presentation Notes
It is thus here in this stage, IM-DISCO mines the ruleswe have seen before



IM-DISCO - Predicate Generation

Predicate
Generation
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1. Wolsing, K., Thiemt, L., Sloun, C.v., Wagner, E., Wehrle, K., Henze, M.: Can industrial intrusion detection be simple? In: Atluri, V., Di Pietro, R., Jensen, C.D., Meng, W. (eds.) 
Computer Security – ESORICS 2022. pp. 574–594. Springer Nature Switzerland, Cham (2022)

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax
- Gradient
- SteadyTime
- Actuator States
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Presentation Notes
Going a little bit in detail on the two stages, We start with predicate generationIM-DISCO establishes thresholds for each sensor/actuator based on their characteristics verified during the operational mode. The thresholds are obtained by…[CHECK IF KONRAD IS IN THE AUDIENCE]These techniques include MinMax; Gradient; and SteadyTime.



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax - Extracts the minimum and maximum values
observed by each sensor

- Gradient
- SteadyTime
- Actuator States
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Mining

IM-DISCO

1. Wolsing, K., Thiemt, L., Sloun, C.v., Wagner, E., Wehrle, K., Henze, M.: Can industrial intrusion detection be simple? In: Atluri, V., Di Pietro, R., Jensen, C.D., Meng, W. (eds.) 
Computer Security – ESORICS 2022. pp. 574–594. Springer Nature Switzerland, Cham (2022)

Presenter Notes
Presentation Notes
extracting the minimum and maximum values observed by each sensor. 



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax - Extracts the minimum and maximum values
observed by each sensor

- Gradient
- SteadyTime
- Actuator States
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0<Velocity<20m/s (riding)

Predicate
Generation

Invariant 
Rule 

Mining

IM-DISCO

1. Wolsing, K., Thiemt, L., Sloun, C.v., Wagner, E., Wehrle, K., Henze, M.: Can industrial intrusion detection be simple? In: Atluri, V., Di Pietro, R., Jensen, C.D., Meng, W. (eds.) 
Computer Security – ESORICS 2022. pp. 574–594. Springer Nature Switzerland, Cham (2022)

Presenter Notes
Presentation Notes
For example, the velocity of the train should fall between 0 and 20 m/s.Thus allowing to monitor the velocity limit, particularly when we are trying to detect potential derails.



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax
- Gradient - Regarding it establishes the limits of each sensor’s

observed slope
- SteadyTime
- Actuator States
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IM-DISCO

1. Wolsing, K., Thiemt, L., Sloun, C.v., Wagner, E., Wehrle, K., Henze, M.: Can industrial intrusion detection be simple? In: Atluri, V., Di Pietro, R., Jensen, C.D., Meng, W. (eds.) 
Computer Security – ESORICS 2022. pp. 574–594. Springer Nature Switzerland, Cham (2022)
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Presentation Notes
We also establish the limits of each sensor’s observed slope



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax
- Gradient - Regarding it establishes the limits of each sensor’s

observed slope
- SteadyTime
- Actuator States
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- 2 m/s < slope(S.velocity) < 4 m/s (riding)
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IM-DISCO

1. Wolsing, K., Thiemt, L., Sloun, C.v., Wagner, E., Wehrle, K., Henze, M.: Can industrial intrusion detection be simple? In: Atluri, V., Di Pietro, R., Jensen, C.D., Meng, W. (eds.) 
Computer Security – ESORICS 2022. pp. 574–594. Springer Nature Switzerland, Cham (2022)
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Presentation Notes
For example this is usefulto measure abrupt changes on physical values likeAn abrupt increase of velocity that can cause passengers to fall to the ground



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax
- Gradient
- SteadyTime - Defines the limits of each actuator state duration
- Actuator States
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We also measure the minimum and maximum time an actuator stays on, 



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax
- Gradient
- SteadyTime - Defines the limits of each actuator state duration
- Actuator States
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Ex: 10s < A.doors = OPEN < 50s
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Computer Security – ESORICS 2022. pp. 574–594. Springer Nature Switzerland, Cham (2022)
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For example, this can be particularly relevant to understand how much time doors are open while the passengers are onboarding at a station.And this way detect potential service disruption



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax
- Gradient
- SteadyTime
- Actuator States - The different states that an actuator can

assume
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And to these methods, we also add the different actuator states as a predicate



IM-DISCO - Predicate Generation

Approach:
- Define different thresholds for each sensor/actuator based on their

characteristics, using the techniques proposed by SIMPLE-IDS [1]:

- MinMax
- Gradient
- SteadyTime
- Actuator States - The different states that an actuator can

assume
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Ex: A.Doors = CLOSED (riding)
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For example, this is relevant for safety restrictions such as doors being closed when the train starts moving.



IM-DISCO - Invariant Rule Mining

Approach:
- Use Association Rule Mining to discover associations between the

predicates that characterize the operational modes
1. Frequent Itemsets Extraction
2. Association Rules Generation
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Once all predicates are identified automatically, IM-DISCO starts to mine invariant rules, by relating the most relevant predicates This is done using association rule miningThis technique is divided into two steps: ->Frequent Itemsets Extraction – where we select the most frequent predicates that appear in each operation modeand->, Association Rules Generation – where we find for each operation mode associations between predicates



IM-DISCO - Takeaways

Provides invariant rules for inferring operational modes within CPS

Allows the detection of anomalies that can be verified by human experts

40m/s < S.velocity < 100m/s  ∧ 10s < A.throttle = ON < 50s ⇒ riding

CPS

Predicate
Generation

Invariant 
Rule Mining

IM-DISCO

Predicates

Historical
Datalog

Operational
Modes

Expert

Invariant 
Rules
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Presenter Notes
Presentation Notes
As a result, we obtain rules that can detect anomalies in CPSs And which can be easily attested by human experts.



Evaluation

Presenter Notes
Presentation Notes
Now To evaluate our solution,



Real Train Dataset: 
- Data collection using Strava mobile app
- Sensors and actuators derived based on GPS coordinates
- Operation mode collected based on observation
- Dataset uses two train rides

Ride Stops Time Datapoints

Departure ride 12 35 minutes 22 
seconds

2122

Return ride 12 34 minutes 28 
seconds

2068

Evaluation 1 
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We have first performed experiments on a real train in Portugal.We have collected data using a mobile app called Strava. To register the train movement:Namely GPS location, acceleration, And velocityAnd we also manually annotated the data with->the state of the doors (opened or closed), ->the operational mode of the train ( wether it is on the station, leaving, riding, or arriving at the station). The experiments report two rides between two Portuguese regions, Lisboa and SintraThe first train ride started in Lisbon and finished in SintraThe second ride went from Sintra to Lisbon



Results 1 - Operational Mode Inference

Can IM-DISCO infer the correct operational mode?
- Trained IM-DISCO with 80% of the dataset, and tested with 20%

Table 1. Results of using invariant rules for detecting the operational modes for both rides
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With this dataset, the first question we asked was:Can Im-DISCO infer the correct operation mode of the train?These results show:



Results 1 - Operational Mode Inference

Can IM-DISCO infer the correct operational mode?
- Trained IM-DISCO with 80% of the dataset, and tested with 20%

Table 1. Results of using invariant rules for detecting the operational modes for both rides
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Presentation Notes
detection of near 100% accuracy, precision and recall for infereing states during the first ride.Lisbon to Sintra.



Results 1 - Operational Mode Inference

Can IM-DISCO infer the correct operational mode?
- Trained IM-DISCO with 80% of the dataset, and tested with 20%

Table 1. Results of using invariant rules for detecting the operational modes for both rides
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However,  we had a slight drop on the results in the second ride. Particularly regarding precision and F1-Score



Results 1 - Operational Mode Inference

Can IM-DISCO infer the correct operational mode?
- Trained IM-DISCO with 80% of the dataset, and tested with 20%

Table 1. Results of using invariant rules for detecting the operational modes for both rides
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The reason for this was due to low GPS signal obtained when leaving one of the stations on the return ride.This is evident because precision and F1-Score dropped, in this operational mode



Evaluation 2

Simulated Train Dataset: 
- Data artificially generated
- Same sensors, actuators and operational modes
- Dataset uses one train ride
- Includes an attack that disrupts the brakes of the train

Ride Stops Time Datapoints

Simulated ride 13 48 minutes 1697
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We later understood that we could not attack a real train for obvious reasons…So we we have created a train digital-twin Under this setting We have attacked the train by activating an emergency brake to cause an unsafe abrupt stopIn reality this could cause passengers to fall to the ground and alsoto deny the circulation of the train.



Results 3 - Anomaly Detection

Can IM-DISCO be used for anomaly detection?
- Trained IM-DISCO with 80% of the dataset, and tested with 20% containing an 

attack

Table 2. Results of using invariant rules for anomaly detection in a simulated ride

69

Presenter Notes
Presentation Notes
With this simulated dataset, we raised the questionCan IM-DISCO be used for anomaly detection?



Results 3 - Anomaly Detection

Can IM-DISCO be used for anomaly detection?
- Trained IM-DISCO with 80% of the dataset, and tested with 20% containing an 

attack

Table 2. Results of using invariant rules for anomaly detection in a simulated ride
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The experiment has showed near 100% accuracy,



Results 3 - Anomaly Detection

Can IM-DISCO be used for anomaly detection?
- Trained IM-DISCO with 80% of the dataset, and tested with 20% containing an 

attack

Table 2. Results of using invariant rules for anomaly detection in a simulated ride
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With very good anomaly detection results 



Results 4 - Rules Verification and 
Validation

How much time does IM-DISCO take to generate and verify rules?
- Trained IM-DISCO with different training sizes

Graph 2. Performance of our solution across different dataset sizes
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As a final question, we asked: How much time does IM-DISCO take to generate and verify rules?



Results 4 - Rules Verification and 
Validation

How much time does IM-DISCO take to generate and verify rules?
- Trained IM-DISCO with different training sizes

Graph 2. Performance of our solution across different dataset sizes
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We saw rule generation is fast and grows linearly



Results 4 - Rules Verification and 
Validation

How much time does IM-DISCO take to generate and verify rules?
- Trained IM-DISCO with different training sizes

Graph 2. Performance of our solution across different dataset sizes
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And detection times are even faster!averaging around 26 milliseconds showing IMDISCO allows�prompt anomaly detection, with hardly any noticeable delay



● IM-DISCO generates rules that infer operational modes based on sensors 

and actuators

● Allows anomaly detection with understandable alerts

● IM-DISCO is accurate and real-time

● Adequate for detecting cyberphysical attacks

Conclusion
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To conclude we have presented IM-DISCO, a tool that automatically generates rules that infer operational modes based on sensors and actuatorsIt allows anomaly detection with understandable alertsOur evaluation shows IM-DISCO provides accurate real-time detection resultsWhich makes It adequate to detect potential disruptions in the physical systems



Thank you for listening!
E-MAIL: FILIPE.APOLINARIO@TECNICO.ULISBOA.PT
WEBPAGE: HTTPS://WEB.TECNICO.ULISBOA.PT/FILIPE.APOLINARIO/
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Presentation Notes
With this I conclude the presentationThank you for listening and feel free to ask questions!

mailto:filipe.apolinario@tecnico.ulisboa.pt
https://web.tecnico.ulisboa.pt/filipe.apolinario/
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