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Attack Case
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Structural Diagram (Interactions)
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Topology / Sphinx Deployment
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Use Cases from Pilots



Use Cases Attack Vector Missing tasks, component Main Mitigation
UC1: Attacking Obsolete Operating Systems in Hospital Conficker SMB, old systems vulns Network Isolation is missing Network Traffic, Signatures

UC2: Hijacking Access to National Healthcare Databases Network scanning, Bruteforce
credentials aDSL router Wi-Fi required SIEM, Network Traffic

UC3: Rootkit Malware Attack in a Cancer Treatment Institute Rootkit from Emails, Remote 
Website Connection

Check if Mailserver (NTUA) 
works Signature, Network Traffic

UC4: Theft of Health Data by Exploiting Vulnerable Software Malware executable, Emails Signature, Network Traffic

UC5: Tampering with Medical Devices USB - Virus
Connect USB - virus to medical 
devices - Certification / 
Auditing

Not identified/Discussion

UC6: Ransomware Attack to Healthcare Data Cryptolocker - Emotet Network Isolation is missing Signature, Network Traffic
UC7: Distributed Denial-of-Service Attack in Regional 
Hospital DDoS Check compatibility with 

Fortigate Network Traffic

UC8: Compromising Health Services through Cryptocurrency 
Mining Cryptomining Signature, Network Traffic, 

System Performance (SIEM)

UC9: Compromised BYOD Enables Stealing of Patient Data Malware on Android, steal doctor's 
credentials Tablet is required Network Traffic, Signatures

UC10: Taking Control of Connected Medical Devices nation attack tools + SQL injection 
+ Remote shell -> RDP

OWASP maybe for SQL 
injection Behavior analysis

UC11: Intrusion in the Clinical Centre’s Wireless Network WPA2 cracker + weak admin 
password Wifi Required Network Traffic, SIEM, AP 

status
UC12: Hacking Health IT Systems Nmap, Vulnscan Network Traffic, ACS

UC13: Exploiting Remote Patient Monitoring Services Wi-Fi intrusion, HTTP vs HTTPS, 
sniffing, VPNFilter at Router How VPNFilter works Network Traffic, ACS

UC14: Zero Day Attack to eHealth Services Zero-Day Attack Create Zero Day Network traffic, Integrity 
changes, SIEM

UC15: Theft of Hospital Equipment Old authorized device is used
Add list of current MAC 
addresses (SIEM), Asset 
Management (RCRA)

Behavior analysis, Old device is 
reused - Login, Network Traffic



1. Always use SSD: Performance is very important, at least the main services

must be executed by using SSD. Virtual Machines are ultra fast that way.

2. RAM (24GB to 512GB ++): Elastic Search and other similar data

storage/indexing uses a lot of RAM (fast search and log indexing). Elastic

Search (8GB RAM). DTM/AD (8GB RAM)

3. Scalability - SSD Capacity depends on the log files: The storage and capacity

requirements might get big depending on the logs and the size of the

infrastructure.

4. K8s for continuous Integration/Updates: Deploying Kubernetes is a good

practice even if it is harder approach.

Best Practices
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1. Docker for simple and portable deployments: It is possible to deploy some of

the service individually.

2. Kafka Server to be deployed: This is the main information feeder to connect

the microservices.

3. VM Hypervisor to select (VMWare, Proxmox, Terraform): It is important to

select the best according to needs and requirements.

4. Interactive Dashboards important for the end user.

5. Create alerts and checks according to needs: Important step to test the

deployment.

6. Set DTM accordingly and other components to subnets, configure SIEM etc.

7. Ready to attack and defend

Best Practices (2)
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1. Select VM Hypervisor for Master and Worker

2. Deploy Kubernetes and Workers

3. Deploy Kafka

4. Deploy Services

5. Deploy VMs (Required for FDCE, Sandbox, Attack Simulation, Honeypots)

6. Configure services to interact with Kafka

7. Configure what to monitor (subnets, auditing, log files etc.)

8. Execute test scenarios

9. Iteratively check and configure rules, check vulnerabilities and respond 

to the Incident Response plan

Installation Steps
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1. Install Docker

2. Start and Enable Docker

3. Add Kubernetes Signing Key

4. Add Software Repositories

5. Kubernetes Installation Tools kubeadm - repeat for each server node

6. Disabling the swap sudo swapoff –a

7. Assign Unique Hostname for Each Server Node (master and workers)

8. Initialize Kubernetes on Master Node

9. Deploy Pod Network to Cluster

10. Join Worker Node to Cluster

11. Get Nodes

Kubernetes Deployment
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1. Get familiar with rather novel tools that only presented in theory

2. Test the existing environment

3. Educate IT staff not only on security but in automated tasks and novel 

methods of DevOps and SecDevOps

4. Increase security awareness (capability to replicate scenarios according 

to the business processes)

5. Improve the infrastructure (Backup plans etc)

6. Increase situational awareness (know where is what)

7. Define better security protocols to be followed (identity management, 

authentication schemes, privacy)

Benefits from the Approach

Its hard but its worth it
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Thank you
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