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Outline

Methodological Framework for physical attack detection and response

Main Components:
» Video-based Object Detection and Activity Recognition
» Face Detection and Recognition
» Semantic Indexing and Linking
» Crisis Classification & DSS Module

Experimental validation and evaluation

Conclusions & Future Work
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Methodological Framework
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Video-based Object Detection

* Video-based Object Detection (VOD) module aims to visually locate and identify the objects
of interest inside the ground segment of space systems

e Input: video streams
* Analysis: processing with deep learning techniques

e Output: group of bounding boxes around each detected object of interest accompanied by a confidence

score, which reveals how certain is the network for this detection, and label to denote the class the object
belongs to

Video source (input)
Deep neural network
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Activity Recognition

* Activity Recognition (AR) module aims to identify an activity given a specific frame span (or
equivalently a time span) and to decide if it is potential harmful and suspicious

Input: AR is triggered by VOD if
certain conditions are met

Activity recognition submodule
£ (temporal analysis on frame sequence)

Analysis: temporal analysis of time
frequency

output:
car moving: 0.74

Output: a) Awareness of
surroundings via recognized
activities; b) Label for each activity
along with the participating objects

Video input

Combined output
provides additional information

Object detection submodule
(frame level spatial analysis)
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Face Detection and Recognition

* Face Detection and Recognition (FDR) module aims to ensure that restricted access to

facilities is under secure control by detecting, recognising and notifying ab

trespassers

CCTV u&
. —
Streaming

Face Recognition (FR) component
matches the detected faces with
known faces from_ a pre-existing

gallery
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Semantic Indexing and Linking

* Knowledge Base (KB), is a knowledge representation model for semantically representing
concepts relevant to the cyber-physical threats

Classes that interact with other components

Valuable Assets: contains information
@ concerning the assets and their vulnerabilities
ionOf h7:Threat
Mitigation Plan: comprises actions to
hasTarget ey e . .
L \IFI - mitigate/response to a malicious event (ERP)
sh7:Target|

Report Status: contains details for the P/C
I sh7:Observation birdfs:subclassOf attaCk
madeByDataSource

‘ sh7:DataSource PI@SDataSourceLocatian
A

RelatedTo Risk Data: contains the assessments of the risk

hosts
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Crisis Classification & DSS Module
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Crisis Classification (CRCL) & DSS module aims to assess the severity level of an ongoing
physical and/or cyber-attack in critical satellite and ground segments

Information Fusion level: the real-time (or
“near" real-time) information, generated
by the fusion of heterogeneous data from
detection modules, is analysed using
machine learning techniques

Decision Fusion level: the outcomes are
enriched semantically with information
extracted from Knowledge Base.

Output: accurate estimation and
classification of crisis events, generated by
C/P attacks, in terms of their severity level

Decision
Fusion Level

<KB> Semantic __|

Information Representation

Fusion Level

Data Acquisition
Phase

Severity/Risk
Decision Fusion Level
Module

Information Fusion <KB> Semantic  <Stora GE> Historical
Module Representation Past Situation
»

Physical - Cyber - Availability
Correlation
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Experimental validation and evaluation (1/4)

Evaluation of Video-based Object Detection module

Faster R-CNN two-phase detector model Efficient-Det (¢p=0) detector model

v’ Training set: collected dataset of over 20k v’ Training set: collected dataset of over 10k
samples samples

v 6 classes: UAV, Car, Bus, Truck (including Van), v' 6 classes: Car, Bus, Truck, Motorcycle, Bicycle,
combined Motorcycle/Bicycle, Person Person

v’ Evaluation set: roughly 200 samples v' Evaluation set: roughly 200 samples

Person Car Bus Truck Moto-Bike Bicycle Motorcycle UAV mean Avg.
Precision

Efficient-Det 0.4563 0.4668 0.5562 0.3790 0.3438 0.3968 0.4332
($=0)
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Experimental validation and evaluation (2/4)

Evaluation of Face Detection and Recognition module

Face Detection: Face Recognition:
v' Methods: (i) TinyFaces, (ii) PyramidBox, (iii) DSFD | | v' Methods: (i) Facenet, (ii) PFE, (iii) Arcface
v" WIDER FACE benchmark dataset for evaluation v LFW benchmark dataset for evaluation
* 30,000 images based on 61 event classes * 13,000 images of faces collected from the web
e The human faces appear with a high degree of * known public figures like politicians, athletes,
variability in scale, pose and occlusion actors, musicians and other various celebrities

WIDER FACE AP % W AP )

PyramidBox (2018) PFE (2019)
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Experimental validation and evaluation (3/4)

Validation of the Fusion layer

Basic Metrics
Knowledge Base: .
v' OntoMetrics tool, an online framework that 600
evaluates the ontology based on predefined 500
. 400
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Experimental validation and evaluation (4/4)

Annotation Tool:

v" the utilisation of Machine Learning techniques
needs annotated datasets, namely, datasets
that assess the severity level of an attack relied
on its characteristics

v Annotation Tool to generate scenarios of P/C
attacks in specific locations/assets in pilot sites

v’ End-users involvement: request experts to
characterize those scenarios in terms of
likelihood of the attack and potential
consequence of it

v | _id: ObjectId("6@dce35ch79afedeelds3783")
N— Creation_Time: 2821-86-38T15:28:12.,148+@01

Scenario_ID: 7
Pilot: "FMI"

Event_Category: "Physical”
Num_of_Detected_Items: 1

v Detected_Items: Object

Unauthorized Person: 3

Location: "Power Lines"
Activity: "People Staying still"

Event_Time: "11:@8"
v Response: Object

Potential_Consequences: "NA"

Likelihood: "NA"

Severity_Level: "Na"

Severity

v _id: ObjectId("eedce35ch79afedesdd53789")
Creation_Time: 2821-26-3@T15:28:12.143+@2:82
Scenario_ID: 7
Pilot: "FMI"

Event_Category: "Physical”
Num_of_Detected_Items: 1

v Detected_Items: Object

Unauthorized Person: 3

Location: "Power Lines"
Activity: "People Staying still"
Event_Time: "11:08"

v Response: Object

Potential_Consequences: "Minor"

2 pod: "Unlikely"

Severity Level: "Moderate”

Potential Consequences

Almost Certain

Likely

Likelihood
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Conclusions & Future work

* Unified framework for the detection, semantic indexing and severity level estimation
during physical attack scenarios in ground segments of space systems
v Robust detection algorithms with promising experimental results in terms of their precision
v Sufficient semantic indexing and Knowledge Base establishment

v'Web-based app to capture the knowledge and experience of experts in a simple, fast and user-
friendly way (Annotation tool)

 Future Work:

v Enhance the detection algorithms by training them to identify more classes (e.g. backpack) and
recognise more activities

v Analyse video from UAVs — embedded Al algorithms for computing at the edge
v’ Enrich Knowledge Base with classes for emergency response plans and create reports

v’ Assess the severity level of an attack by training machine learning algorithms based on the
annotated datasets

v’ Evaluate the whole framework for its performance and efficiency to confront P/C attacks
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