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Intel TSX 



Line Fill Buffer



Intel Hyper-threading



Asynchronous Aborts



TAA Vulnerability



Related Papers & Existing mitigation

- CacheOut, RIDL and Zombieload
- VERW mitigation
- No solution for hyperthreaded TAA attacks



Contributions

● Countermeasure for TAA vulnerability
● Hyperthreaded & Cross-cores TAA attacks
● Efficient solution
● Scalable solution
● Noise resilient



Methodology



Methodology



Scheduling



Detection

- Analyzing cache conflicts
- Feature Selection
- Threshold based Detection



Detection: Feature Selection

- Feature-1
- Total number of cache conflicts

- Feature-2
- Maximum number of cache conflicts occurred on a cache set

- Feature-3
- Minimum number of cache conflicts occurred on a cache set



Detection: Algorithm



Detection: Threshold Calculation



Mitigation

- Mitigation-1 (SIGKILL to Process):
- Posts SIGKILL signal from kernel to Vulnerable process to kill it

- Mitigation-2 (Instruction Replacement):
- Replaces vulnerable instruction that causes the attack within Linux Kernel



Mitigation: SIGKILL to Vulnerable Process



Mitigation: Vulnerable Instructions Replacement



Results



Experimental Results



Conclusion

- Countermeasure for TAA Vulnerability
- Works for both cross & hyper-threaded cores
- High accuracy, low overhead and low latency
- Standalone Mitigation
- Scalable solution
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