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Project Overview – Main information

• Acronym: ENSURESEC

• Project Title: End-to-end Security of the Digital Single Market’s E-commerce and Delivery 
Service Ecosystem

• Grant Agreement No.: 883242

• Total budget: 9,305,413.75€

• Total grant: 7,701,520.00€

• Start date: 1st June 2020

• End date: 31st May 2022

• Website: www.ensuresec.eu

• Social Media:

• Twitter – ensuresec_eu 

• LinkedIn – ENSURESEC
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Project Overview – The ENSURESEC Consortium
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Project Overview – The Challenge

• E-commerce is the primary pillar of the EU Digital Single Market and as such is critical for the future and 
autonomy of the EU. 

• In order to provide better access to digital goods and services, there is the need to establish trust and security 
among e-commerce actors. This is particularly challenging in e-commerce ecosystems due to the large attack 
surface that needs to be addressed and the limited visibility of the entities involved in the value chain.
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Project Overview – Main Objectives

• ENSURESEC aims at developing a solution to provide e-commerce infrastructures and ecosystems with 
through-life protection against cyber, cyber-physical and physical threats, including cascading effects.

• The goal is to develop a security toolkit that addresses the whole span of the e-commerce ecosystem, with its 
various forms of payment and delivery (virtual, online and physical) through the implementation of different 
modules that ensure that operations are protected by design, as well as provide continuous monitoring, 
response, recovery and mitigation measures at run-time.

• The project will also create security awareness among SMEs and their clients, while promoting trust in the e-
commerce ecosystem, through the creation of dedicated content and the implementation of tools for training 
and educating e-commerce stakeholders on cyber security and improve the resilience of the ecosystem.

• Finally, the solution will be demonstrated and validated in a relevant environment by the end of the project, 
by applying the ENSURESEC concepts in three different use cases.
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The ENSURESEC Technical Solution – Overall concept

• The ENSURESEC concept is based on an open source security toolkit deployed to protect the 
interfaces of the e-commerce ecosystem, through the integration of six main modules:
• Prevention (by design) – Assesses and certifies that the design of the system interfaces is secure against 

certain classes of critical attacks and vulnerabilities;

• Detection – monitors run-time interface operations at the application level and network level for 
resilience against both known and unknown threats;

• Response and mitigation – Communicates an appropriate response to the affected users and partners 
and attempts to mitigate the impact;

• Recovery – Recovers the system‘s state by identifying the problem based on a dependency-directed 
diagnosis;

• Continuous situational awareness – Employs advanced ML techniques to continuously detect any 
suspicious incident and visualize its impact and interdependencies;

• Training and awareness – Tools based on serious games and creation of dedicated content to make 
citizen clients of e-commerce SMEs aware of potential security threats and train on how to avoid them.
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The ENSURESEC Technical Solution – Architecture
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The ENSURESEC Technical Solution – Technical Results
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The ENSURESEC Technical Solution – Use Cases & Scenarios

• Pilot Use Case 1: Cyber-attacks on e-commerce platform
• Main end-user – Large multinational retail company 

• Main goal – Protection of customers’ data

• Types of threats considered:
• Phising campaign

• Injection attack

• Third-party attack

• Pilot Use Case 2: Physical attacks on pharmacy e-commerce operator
• Main end-users – Online pharmacy, logistics company, secure transportation company

• Main goal – Protection of the supply chain from physical attacks, and mitigation of cascading effects

• Types of threats considered:
• Attacker steals the product delivery route through a corrupted/malicious insider

• Attacker steals the delivery tracking device through a corrupted/malicious insider

• Pilot Use Case 3: Cyber-physical attacks on Bank providing online payment services
• Main end-users – Financial institution providing online payment services to e-commerce

• Main goal – Protection of online payment operations and mitigation of payment frauds

• Types of threats considered:
• Attacker steals sensitive client’s payment resources through ransomware attack

• Attacker steals client’s data through social engineering attack to the client or an employee
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The ENSURESEC Training and Awareness Campaign

• Investigation of malicious marketing through consumer behaviour studies

• Review tools, techniques and methodologies used today for both legitimate purposes in digital 
marketing, and for malicious purposes to commit online frauds and other cybercrimes

• Review user shopping habits and common e-commerce and social media human interaction 
vulnerabilities that can be exploited by malicious users
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The ENSURESEC Training and Awareness Campaign

• Development of contents and tools needed 
for the execution of security training and 
awareness campaign

• Development of over 100 illustrations for 
the security awareness content
• Delivered as part of the campaign

• Tailored to different target audience

• Templates for attack simulations
• Malicious Landing Pages and Websites

• Sample T&C

• Social Media Campaigns

• Sample phishing emails

• Training and Awareness Content

• Translation to at least 5 European languages
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