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Digital Identities

e \We use our digital identities everyday, from accessing social
apps to security-critical apps.

Sensitive
data

Health Care

INBANK

Accesso protetto

ACCEDE AL TUO INDANK >




Password-based Authentication

Password-based authentication is no longer sufficient in
terms of secu rity 2017’s worst passwords

Ranking by security company SplashData

4 qQwerty

of people use 5 or fewer passwords WORST| .

PASSWORDS 9 footbal

across their entire online lifel!] = 0 tomes
Sz

splashdna

Inthe past year, Q Q
)95 . MEERE

OQO

Received a notice that their Had a password
personal information had stolen
been compromised Had an account
hacked

[1] https://www.telesign.com/resources/research-and-reports/telesign-consumer-account-security-report/
[2]) NIST Special Publication 800-63b https://pages.nist.gov/800-63-3/sp800-63b.html#appendix-astrength-of-memorized-secrets



https://www.telesign.com/resources/research-and-reports/telesign-consumer-account-security-report/
https://pages.nist.gov/800-63-3/sp800-63b.html#appendix-astrength-of-memorized-secrets

Password-based Authentication

Password-based authentication is no longer sufficient in
terms of secu rity 2017’s worst passwords

Ranking by security company SplashData

of people use 5 or fewer passwords
across their entire online lifell!

1 123456
2 password
3 12345678
4 qQwerty
5 12345
6 123456789
7 letmein
B 1234567
9 football

10 iloveyou

WORST

PASSWORDS
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Password-based Authentication + Single Sign-On

Single Sign-0On (SS0O) allows users to access multiple apps
through a single authentication act

SAML 2.0 =

OASIS 9
consolidated, corporate
& governmental

environments

used for social network
(billions of user)




Psw-based Authn and Browser-based SSO Protocol

GitLab Community Edition Sign in
Open source software to collaborate on
code

Browser: SP Login Page SP backend

OIDC backend

. UA [ _ Auth Request, client_id + redirect|

uri

]

code

"| Token Request, code + client_id

+ client_secret

<

access_token + id_token
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Psw-based Authn and Browser-based SSO Protocol

@ ua

ety (Urwwd Staton) ~
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Authorization Code Flow

Browser: OIDC Login Page  SP backend OIDC backend
~ Auth Request, client_id + redirect/ uri
. R
R User Login + Consent ___ | _____________________________ o
code

"| Token Request, code + client_id [+ client_secret

<

access_token + id_token
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Psw-based Authn and Browser-based SSO Protocol
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Authorization Code Flow
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~ Auth Request, client_id + redirect/ uri
R User Login + Consent ___ | _____________________________ o
< code

"| Token Request, code + client_id [+ client_secre
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Basic Authentication + Single Sign-On

Single Sign-0On (SS0O) allows users to access multiple apps
through a single authentication act

05 Usability: only a
password to remember
for several apps

1és Security: more complex
passwords

1dy Usability: shared sessions

81 Security: Only 1
password to compromise

- SSO + Multi-Factor Authentication solutions

N




Multi-Factor Authentication (MFA)

A procedure based on the use of two or more of the following
factors:

knowledge, something only the user knows, e.g., static
password, personal identification number;

= Ry~ . .
& 0. ownership, something only the user possesses, e.g.,
=0 N token, smart card, mobile phone; and

7 —

inherence, something the user is, e.g., biometric
characteristic, such as a fingerprint.

ECB - European Central Bank. Final guidelines on the security of internet payments. https://www.eba.europa.eu/documents/10180/934179/EBA-
GL-2014-12+%28Guidelines+on+the+security+of+internet+payments%?29.pdf/f27bf266-580a-4ad0-aaec-59ce52286af0, 2014.
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One Time Password Approaches

MFA procedure requires the generation of a One Time (= ..o
__AcMEOTP |
Password (OTP) AIHEOTE
OTP value
IS an una tantum code with a short expiration
proofs the possession of the OTP generator (hardware, 4;820illzﬂ
mobile app...) and/or of the device that received it, and CE—
e [optionally] proofs the knowledge of the PIN used to activate
the OTP generator
=
Time-based OTP (TOTP) Challenge-Response
)
Seed v Time
__L \@ 9 slot _[Priva_’g_g_Key A

T l L >eed @ ®Tilrnte\ = @ Challenge
OTP-472894 o AN T | @

OTP=Response ) -

User Device @ 4 \/
= User Device
0

@/ OTP=472894 D Y,

Server Server
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Many MFA Solutions on the Market

(=0
Logn Aeguest

m Yyubico

137 130

799 210

|‘ Allows online services to augment

the security of their existing ,~ ~  “FIDO is the World's Largest
password infrastructure by adding a I \ Ecosystem for Standards-Based,
strong second factor to user login alliance

Interoperable Authentication”

’I User needs a FIDO U2F device
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Main Focus of this Workshop

Design and Security Assessment
of SSO and MFA Solutions for
Mobile Native Applications

)

— —
e © GROUPON / \
Paisis — e N ACME OTP

: OTP value
Sna[zguic{r
Ready to get started? 47820512
44 seconds left
T

—= =
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Mobile Native Apps vs Browser-based Apps

m Native Apps Browser-based Apps

O & J/wewirdpadvisorcom [E &

[} Checkin — £ Check Out

= 1room 2 guests
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Mobile Native Apps vs Browser-based Apps

m Native Apps

em fn +
Vacation
Hotels a‘mn ~ Flights
¥ - Te
Restaurants Things 1o Do Forums
Show More
L]
ooooo

Browser-based Apps

= . o\\

O & o wwwtdpadvisoccom [3 3

@o. - advisor Q,

I 0l0[0[00) |

OPEN IN APP

e

Read reviews on web. Want to write one? Use the app
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Can we use browser-based
authentication and S5O
solutions for mobile apps?

SAML 2.0

OASIS 19




Mobile App vs Browser-based App

e —— NO. Browser-based protocol usages on mobile
applications require detailed understandings
about the protocol specifications and the mobile
Google platform capabilities = a new design is needed

= 0 &

Browser SP backend OIDC backend

~ Auth Request, client_id + redirect/ uri

code

"| Token Request, code + client_id [+ client_secret

access_token + id_token

<

<«
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Mobile App vs Browser-based App

OOO\

SP
App

l
N

E. Chen, Y. Pei, S. Chen, Y. Tian, R. Kotcher, and P. Tague. OAuth Demystified for Mobile Application De

Communications Security (CCS), 2014.
M. Shehab and F. Mohsen. Towards Enhancing the Security of OAuth Implementations in Smart Phones. In IEEE International Conference on Mobile Services (MS), pages 39-46, 2014.

NO. Browser-based protocol usages on mobile
applications require detailed understandings
about the protocol specifications and the mobile
platform capabilities 2 a new design is needed

SP backend OIDC backend

velopers. In Proceedings of the ACM Conference on Computer and
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Mobile App vs Browser-based App

NO. Browser-based protocol usages on mobile

 — o\ applications require detailed understandings

=
IHI

Ap

@ _
SP

OIDC
App

/

about the protocol specifications and the mobile
platform capabilities 2 a new design is needed

=

Different
redirection
mechanisms

SP backend OIDC backend

E. Chen, Y. Pei, S. Chen, Y. Tian, R. Kotcher, and P. Tague. OAuth Demystified for Mobile Application Developers. In Proceedings of the ACM Conference on Computer and

Communications Security (CCS), 2014.
M. Shehab and F. Mohsen. Towards Enhancing the Security of OAuth Implementations in Smart Phones. In IEEE International Conference on Mobile Services (MS), pages 39-46, 2014.
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Mobile App vs Browser-based App

T — o\ applications require detailed understandings

=
IHI

SP

S

Appai—

OIDC
App

NO. Browser-based protocol usages on mobile

about the protocol specifications and the mobile
platform capabilities 2 a new design is needed

=

Different
redirection
mechanisms

Auth Request, client_id + redirect_uri

OIDC backend

code

Token Request, code + client_id [+ client_secret

access_token + id_token

<
<«

E. Chen, Y. Pei, S. Chen, Y. Tian, R. Kotcher, and P. Tague. OAuth Demystified for Mobile Application Developers. In Proceedings of the ACM Conference on Computer and

Communications Security (CCS), 2014.
M. Shehab and F. Mohsen. Towards Enhancing the Security of OAuth Implementations in Smart Phones. In IEEE International Conference on Mobile Services (MS), pages 39-46, 2014.
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Mobile App vs Browser-based App

NO. Browser-based protocol usages on mobile
T — o\ applications require detailed understandings
- about the protocol specifications and the mobile
|'| oIDC platform capabilities = a new design is needed
| Aep
UA
SP L
App —
O
O

\

Different
redirectio
mechanis

Wrong design choices could lead
to security and usability problems

Token Request, code + client_id [+ client_secret

access_token + id_token

&
<

E. Chen, Y. Pei, S. Chen, Y. Tian, R. Kotcher, and P. Tague. OAuth Demystified for Mobile Application Developers. In Proceedings of the ACM Conference on Computer and

Communications Security (CCS), 2014.
M. Shehab and F. Mohsen. Towards Enhancing the Security of OAuth Implementations in Smart Phones. In IEEE International Conference on Mobile Services (MS), pages 39-46, 2014.
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|dM Protocols for Mobile App

e Proprietary Solutions

=

e OAuth/OIDC Working Group has released guidelines to

support Single Sign-On for mobile native apps

O OpenID Connect Native Application Token Agent Core
1.0 (NAPPS) (2015) - ONLY a DRAFT (now abandoned)

O OAuth for native apps [RFC 8252]
(2017) - BEST CURRENT PRACTICE
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|dM Protocols for Mobile App: limitations

e Proprietary Solutions Only self-declared

identities (Level of
Assurance Low)

\——

e OAuth/OIDC Working Group has released guidelines to

S

Technical limitations: non-obvious support to SAML
and MFA in native mobile apps

(2017) - BEST CURRENT PRACTICE
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Design Choices




Design Choices




Design Choices

Designer
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Design Choices

Whi
f ch toof? How to

Ormalize th
€ Se .
Dropertiesj) Curity ‘
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Design Choices

®

\

Designer How to €Stablish trygo

(0] : . &

Wrong design choices could lead
to security and usability problems

Propertiasy oIty ’
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Example of wrong design

2FA Choice: SMS

@gmail.com

ersssensnnanen Forgot?

Use phone number instead

PayPal: Your security code is

826087, Youwr code axpires in 5
e minutes. Please don't roply

Now

{ IT] copy *s26087

New to PayPal? Sign up

Log In ° fext message >

Security Code

826087

Please type in the code from the text we
s5ent Lo xxxxxxxxx882.

Send the code again
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Example of wrong design

2FA Choice: SMS

Authenticator
Threat/Attack

Social
Engineering

Endpoint
Compromise

@gmail.com

Forgot?

Use phone number instead

PayPal: Your security code is
826087 Yowr code axpires in 5

minutes. Please don't roply

New to PayPal? Sign up

Log In

NIST

Table 8-1 Authenticator Threats

Description

The attacker establishes a level of trust with a
subscriber in order to convince the subscriber
to reveal their authenticator secret or
authenticator output.

Malicious code on the endpoint causes
authentication to other than the intended
verifier.

Send the code again

Examples

An out of band secret sent via SMS is received
by an attacker who has convinced the mobile
operator to redirect the victim’s mobile phone
to the attacker.

A malicious app on the endpoint reads an out-
of-band secret sent via SMS and the attacker
uses the secret to authenticate.




Example of wrong design

A 1)
1 @ l'eddit e r/fannouncements v Q@ Search Reddit
d

sived
Jle
ne

71’:“ We had a security incident. Here's what you need to know. out-

: ¢ ; : ker
TL;DR: A hacker broke into a few of Reddit’s systems and managed to access some user data, including some current

email addresses and a 2007 database backup containing old salted and hashed passwords. Since then we've been
conducting a painstaking investigation to figure out just what was accessed, and to improve our systems and processes
to prevent this from happening again.

What happened?

On June 19, we learned that between June 14 and June 18, an attacker compromised a few of our employees’ accounts
with our cloud and source code hosting providers. Already having our primary access points for code and infrastructure
behind strong authentication requiring two factor authentication (2FA), we learned that SMS-based authentication is not
nearly as secure as we would hope, and the main attack was via SMS intercept. We point this out to encourage everyone
here to move to token-based 2FA.

‘ Although this was a serious attack, the attacker did not gain write access to Reddit systems; they gained read-only access
to some systems that contained backup data, source code and other logs. They were not able to alter Reddit information,
and we have taken steps since the event to further lock down and rotate all production secrets and API keys, and to
enhance our logging and monitoring systems.

Now that we've concluded our investigation sufficiently to understand the impact, we want to share what we know, how it
may impact you, and what we've done to protect us and you from this kind of attack in the future.

What information was involved?

Since June 19, we've been working with cloud and source code hosting providers to get the best possible understanding
of what data the attacker accessed. We want you to know about two key areas of user data that was accessed:

* All Reddit data from 2007 and before including account credentials and email addresses

© What was accessed: A complete copy of an old database backup containing very early Reddit user data - from
the site’s launch in 2005 through May 2007. In Reddit's first years it had many fewer features, so the most o5
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R AT&T Sued Over $24 M

X R
(&7 ‘ & Information Security Media Group, Corp. [US] | https://www.databreachtoday.com/att-sued-over-24-million-cryptocurre...

S A/ N A S S—

&

A cryptocurrency investor is suing AT&T for $224 million, alleging he lost $24 million in virtual currency
aiter the carrier failed to stop two separate attacks where his phone number was commandeered by
attackers.

See Also: Preventn

(4]
)
)

Michael Terpin, who runs an investment group called Bit Angels and is involved in the cryptocurrency
community, is seeking $24 million in compensatory damages and $200 million in punitive damages,

according to the lawsuit, which was filed on Wednesday in federal court in Los Angeles.

Terpin was a victim of two SIM hijacking attacks, which are sometimes referred to as SIM swapping or
port-cut scams. The attack involves an attacker convincing a mobile provider to move @ number to a
different SIM card. Many times, the targets of such attackers are those with large holdings of bitcoin and

other cryptocurrencies (see Cryptocurrency Th

1 in Last 6 Months).

Michael Terpin L J

@michaelterpin

Somebody needed to sue AT&T for fraud & gross negligence in
letting criminals SIM swap. | just did: bit ly/Terpin-vs-ATT
#bitcoin

4:19 PM - Aug 15, 2018 - Paradise, NV

"l

Q) 113 () 84 people are talking about this

U.S. Investor Sues AT&T for $224 Million Ov...

money.usnews.com

o

Attackers can successfully take over someone's phone number by tricking an employee at a carrier that
they're the legitimate account holder. In other cases, telecom employees may be crooked and actually be

%5

4 »




Exercise 1

User Agent (UA) Choice: embedded browser

1.

2.

How does an embedded
browser work?

Are there any security
issues?

. What happens to the user

experience when accessing
multiple apps?

on

—

=

SP1 SP2
Calendar Travel

SP3 SP4
Canteen News

N

26



Exercise 2

OTP Choice: app that shows the OTP value

1. What happens to the user
. . ACME OTP

experience when accessing
a mobile native app?
2. Are there any security
issues? 47820512
3. List one or more OTP
choice alternatives

G
/
=
)

OTP value

44 seconds left

/

.L/":"_. -
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...doing Exercise 1 and 2...

2.

3.

. ¢

=
.

Exercise 1 (UA Choice):
embedded browser

. How does an embedded

browser work?
Are there any
issues?

What happens to the user
experience when accessing
multiple apps?

security

/f_

min left

Exercise 2 (OTP Choice): app

that shows the OTP value

1. What happens to the user

experience when accessing
a mobile native app?

. Are there any security
iIssues?
. List one or more OTP

choice alternatives



Exercise 1: Answer 1 - definition

User Agent (UA) Choice: embedded browser

=

' i l “a user-agent hosted inside the
_ ' h native app itself (such as via
sP1 P2 a web-view), with which the

Calendar Travel

app has control over to the
extent it is capable of accessing
the cookie storage and/or
modifying the page content”

SP3
Canteen News

OAuth Working Group. OAuth 2.0 for Native Apps. https://tools.ietf.org/html/draft-ietf-oauth-native-apps-09.
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https://tools.ietf.org/html/draft-ietf-oauth-native-apps-09

Exercise 1: Answer 2 - security

User Agent (UA) Choice: embedded browser

SP4 News adds some javascript to read user’s

) credentials
A Security

webView.evaluatedJavascript (

“(function () { return
document.getElementById (‘password’) .value;}) ();”,
new ValueCallBack<String> () {
lmpaCt: tha attaCker @Override public void onReceiveValue (String s) {
can access Other SP Log.d (“WebViewField”, s) ;

)
apps as the user by

SP3 SP4
Canteen News

N

T. Luo, H. Hao, W. Du, Y. Wang, and H. Yin, “Attacks on WebView in the Android system,” in Proceedings of the Annual Computer
Security Applications Conference. ACM, 2011, pp. 343-352.

30




Exercise 1: Answer 3 - usability

User Agent (UA) Choice: embedded browser

Security / — \\

Impact: tha attacker - -
can access other SP Calendar Travel
apps as the user

|dP

a Usability: - |
no SSO Canteen News

OAuth Working Group. OAuth 2.0 for Native Apps. https://tools.ietf.org/html/draft-ietf-oauth-native-apps-09.

T. Luo, H. Hao, W. Du, Y. Wang, and H. Yin, “Attacks on WebView in the Android system,” in Proceedings of the Annual Computer
Security Applications Conference. ACM, 2011, pp. 343-352.

3]



https://tools.ietf.org/html/draft-ietf-oauth-native-apps-09

Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

Usability: move from

an app to another

(burdensome for the
user in terms of time
and difficulty)

32



Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

ACME
Calendar

Login with
ACME IdP

A Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)
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Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

ACME
Calendar

A Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)




Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

oco O

~

@ https://ACMEIdP.it/login

ACME |dP

username

password

LOGIN

\

L]

/

A Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)
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Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

@ https://ACMEIdP.it/login

ACME |dP

username
alice.idp

password

A Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)



Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

@ https://ACMEIdP.it/login

ACME |dP

oTP

A Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)
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Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

o

@ https://ACMEIdP.it/login

ACME |dP

OTP
A Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)

K:}

*/
- Y E




Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

=

ACME ACME
Calendar Travel

> B
UA

ACME
oTP

N

Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)
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Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

=

ACME ACME
Calendar Travel

°n

Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)

35



Exercise 2: Answe

r 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

ACME OTP

Enter your PIN to
generate an OTP

OTP

Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)
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Exercise 2: Answe

r 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

ACME OTP

Enter your PIN to
generate an OTP

Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)
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Exercise 2: Answe

r 1 - usability

OTP Choice: app that shows the OTP value

-

ooo\\

ACME OTP

Enter your PIN to
generate an OTP

Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)



Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

OTP value

47820512

44 seconds left

ACME OTP

\

G
New OTP
]

/

Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)
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Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

ACME OTP

OTP value

47820512

44 seconds left

G
New OTP
]

Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)




Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

/ oco O

~

ACME ACME
Calendar Travel

> B
UA

ACME
OoTP

K:}

/

Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)
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Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

=

ACME ACME

Calendar fravel Usability: move from

an app to another
(burdensome for the
user in terms of time
and difficulty)
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Exercise 2: Answer 1 - usability

OTP Choice: app that shows the OTP value

-

OOO\

@ https://ACMEIdP.it/login

ACME |dP

oTP
47820512

A Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)

37



Exercise 2: Answe

r 2 - usability

OTP Choice: app that shows the OTP value

-~

OOO\

ACME Calendar

Hi Alice!

February 2018

M T W T F S S
(5] 6] 7] 8] ]so]11]
[12] 13]/14][15][16]17] 1]
[20][21]22[23[24] 5] 2¢]

Usability: move from

an app to another
(burdensome for the
user in terms of time

and difficulty)
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Exercise 2: Answer 2 - security

OTP Choice: app that shows the OTP value

— o\
of SPID A Security: Copy&Paste

(2]

|dP
—

e SIELTEW spgd o
a8 ® « 0 February 2018 Usability: move from

Hi Alice!

M T W T F S S
an app to another
i BOHBBRRER (burdensome for the

[12] 13][14][15][ 16][ 17] 1] . .
061 771 o]l 2d user in terms of time

- and difficulty)
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Exercise 2: Answer 3 - alternatives

OTP Choice: app that shows the OTP value

Alternatives:

e OTP app that does not ask the user to enter the OTP; after the
PIN input, the OTP value is sent to the IdP in a transparent
way

e Use of external OTP generators

- Security Card
= P ———— AT
O...... - 1 (2 |3 [4a s |6 |7 |8 |9 |10 = e 4

794 |536 |495 |096 |555 |748 |904 |565 |125 |401

11|12 |13 |14 (15|16 |17 |18 |19 |20
295 |325 |137 |107 |404 |820 |040 |599 |605 |013

21|22 |23 |24 |25 |26 |27 |28 |29 |30
839 |558 |530 [171 |012 |399 |510 |024 |089 |548

3132|3334 35|36 |37 38|39 |40
106 |486 |777 | 102 |962 | 769 |825 |140 |421 |455

41 |42 |43 |44 |45 |46 |47 |48 149 |50
727 | 729 |444 |632 |016 |526 |009 |490 |549 |943
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® Introduction and Problem Statement

w Question 1: Mobile vs Browser-based Authentication

® Design Choices: Security and Usability Problems
% Exercise 1: embedded browser Exercise 2: OTP displayed on the screen

® Methodology Overview: TreC Scenario
” Question 2: e-health legal compliance

® Usability Discussion on TreC
% Exercise 3: TreC activation phase

® Conclusions and On-going/Future Work
Question 3: Pros & Cons of our methodology and TreC solution

Question 1bis: Mobile vs Browser-based Authentication
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Design for an IdM Solution

Designer

We provide:

TODO (s

1. ]
design of an ldmMm Solution
@ How to €stablish trust?

How ¢
0 com P
Work? Municatiop channels

&

> () Lega aspect?)p
. Securlty a”a’VSis

@ Which tool? 4 to £ '
€ security Prope Ormalize

rties? »

e areference model mID(OTP) for mobile authentication and

SSO solutions

e a methodology to assist the designer in the customization
of mID(OTP) and in the analysis of its security and
usability
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Reference Model - mID(OTP)

e mMID(OTP) is inspired to:

o a rational reconstruction of Facebook solution (UA=app), and

o an analysis of OAuth for native app (UA=browser)

=
ﬂ\user&pw\
UA = =B
[int;ent] IdP
& facebook
SP, SP,
= J

e the OTP generation approaches: Time-based OTP (TOTP)
and Challenge-Response

-

~

= ee (@]
@-.

UA
intent]

Sk, SP,

ioé g 'ei

\___—

er&pw—___
=B
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Methodology Overview

1. Application 2. Customization 3. Security 4. Usability
Context of mID(OTP) Analysis Analysis
0 Phase 1: AppCtx Identification
(8
&5 I
v o
/ AppCtx Table -
Phase2: MSC, Asms and |
:’;;L“;:‘mc » Customization Goals of mi(OTP) 44—
I 1 AuthN Aspects Of mlD(OTP) e —— =
DeS|g ner UANOTP Choces
Customized mID(OTP)

MSC. Asms and Goals of scenario

A

- Phase 3: Semiformal
e CERTEE Security Analysis | o™l

Risk Assessment
@—| Security Analysis
'—| Report

Report
Did the analysis find ullacks'?/K

no ycs

y

Did the analysis s
identify usability | **
problems? _/ no

<X

pa

Phase 4: Questionnaire
Usability Analysis °"“ﬂ’l.°s — |3

— -

Usability Analysis
Report

Customized [dM
solution
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Methodology Overview

1. Application 2. Customization

3. Security 4. Usability
Context of mID(OTP)

Analysis Analysis

Phase 1: AppCtx Identification

.

OPnY
4 0

AppCtx Table
Phase 2: 2 MSC, Asms and |
Entities Customization Goals of miD(OTP)
Data Nature = 2 —J
‘ ! AuthN Aspects Of mlD(OTP) —
DeSIgnel’ UANOTP Choces

Customized mID(OTP)

MSC. Asms and Goals of scenario

A

- Phase 3: Semiformal
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Risk Assessment
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|{.::' Security Analysis
Consultant ) Mopent

Did the analysis find attacks?

l no \X/ yes
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— -
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Methodology Overview

1. Application 2. Customization 3. Security 4. Usability
Context of mID(OTP) Analysis Analysis
0 Phase 1: AppCtx Identification
(8
&5 I
v o
/ AppCtx Table -
Phase2: MSC. Asms and |
:’;;:':mm » Customization |Goals of miy07TP) 4
‘ ! AuthN Aspects of mlD(OTP) —— =,
DeS|g ner UANOTP Choces
Customized mID(OTP)

MSC. Asms and Goals of scenario

A

e Phase 3: Semiformal
e CERTEE Security Analysis | o™l

Risk Assessment

Report o —| Security Analysis
'—| Report
Did the analysis find attacks? /K

no yes
4 Did the analysis ea
TS identify usability '
Phase 4: Questionnaire o= : ,,
TR . examples || _]: problems? >/ no
Usability Analysis | P — X
Usability Analysis Customized [dM
Report

solution
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Real-World Scenarios

1. TreC: a multi-factor authentication solution with a single t g
sign-on experience for mobile e-Health applications. e

2. Smart Community: a secure delegated access solutionin . 2 .
the context of smart-cities. Y smart Community

/&8
3. FIDES: an IdM solution that combines federation and cross-i\.\",@FldeS

border aspects in the context of the European single digital
@ Digital
market.

"—-

4. DigiMat-Lab (Istituto Poligrafico e Zecca dello Stato): a =
mobile multi-factor authentication solution that uses the a— =
ltalian electronic identity card (CIE 3.0) as second factor.
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TreC Platform

TreC (“Cartella Clinica del Cittadino”) is a
Citizen-controlled PHR (Personal Health
Record) connected to the national EHR
(Fascicolo Sanitario Nazionale)

Goal of TreC: empowering
citizens to manage their
own health and facilitating
communications between
patients and healthcare
professionals and facilities

[ Subscribers: 81,587 j
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TreC: Web and Mobile apps

" @ Sicuro | https://trec.trentinosalute.net/web/guest/login

tre@”

cartella clinica del cittadina

Lok

\ o
Accedi tramite

SMART CARD CPS

Accedi al servizio

siato autentcazions
clicca su "accadi al sewvizio” per effattyara
[accesso

C-l

Accedi tramite
OTP APP MOBILE

Accedi al servizio

siato autenticazione
clicea su "sccedi al servizio” par effettuars
I'sccasso

Accedi tramite
SECURITY CARD

Accedi al servizio

Zione

clicca su “accadi al servzio” per effettuare
I'sccesso

accedi tramite chiamata
{riservato agi sperimentatori)

Ls procedura & semplice, sicura e
valoce

1. Inserisci le tue credenziali di
accesso (username’login e
password)

2 Chiama con il tuo tefefonino |
numero verde gratuito
800.2422.14

lre@”

certda dowa o oltwivo
TreC

Apps @:ﬁ"‘“ @

==

Self-management

Remote monitoring



TreC: Web and Mobile apps

" @ Sicuro | https://trec.trentinosalute.net/web/guest/login

S
rog” e e X =

cartella clinica del cittadina

O
[}
\ o
Accedi tramite Accedi tramite / ‘\
SMART CARD CPS SECURITY CARD tl

Carta Provinciale dei Servizi t rE \/

Accedi al SeI"VIZiO T covido dowa o olbwino

reC

ccedi al servizio

siato autentcazions
clicca su "accadi al sewvizio” per effattyara
[accesso

Zione
clicca su “accadi al servzio” per effettuare
Faccesso A p p S wgnﬂuiﬂ

==

2

Accedi tramite
OTP APP MOBILE

accedi tramite chiamata S e lf- m a n a g e m e nt

{riservato agi sperimentatori)

Ls procedura & semplice, sicura e
valoce

Accedi al servizio
1. Inserisci le tve credenziali di

Remote monitoring

2 Chiama con il tuo tefefonino |
numero verde gratuito
800.2422.14

siato autenticazione
clicea su "sccedi al servizio” par effettuars
I'sccasso




TreC: Web and Mobile apps

@ Sicuro | https://trec.trentinosalute.net/web/guest/login

tr€@’ T EIThE g f —uo )

cartella clinica del cittadina

Accedi tramite
SMART CARD CPS

Accedi tramite

SECURITY CARD ( trE@. \v

Accedi aI SeI"VIZiO T covido do o oltwino
reC

ghiocs su“acoadi al senvizio” par efietare Apps wﬁ"ﬂ! @
N, =}

| Goal: provide a multi-factor
aggm&;; tgarpjw glna&wgt}a . . .
S authentication solution and

La procedura & semplice, sicura e

a SSO experience for the

Inserisci le tue credenziali di

Carta Provinciale dei Servizi

ccedi al servizio

siato autentcazions
clicea su "accadi al sewvizio” per effattvars
[accesso

Accedi tramite
OTP APP MOBILE

Accedi al servizio

siato autenticazione
clicea su "sccedi al servizio” per effettuars
l'sccesso

2CCesso (usarnamsa ’C'g ne
password)

mobile apps of TreC

numero verde gratuito
800.24.23.14

gits guanda richiesto il codice




Phase 1: Fill AppCtx Table

Entities

User —-Patient;

SP,,,—TreC Referti; SPc—TreC;
—OTP-PAT, IdPg, TPc—ADC;

app

UA, TP

app

OTP-PAT

UA+TP

(tre@®

corido dona o oltwino

TreC Referti

K[:

.

@. TreC Server/

IdP+TP
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Phase 1: Fill AppCtx Table

i R
Entities User »Patient; o :
SPapp—>TreC Referti; SPS—>TreC; @ @
UATP,,,»OTP-PAT; IdPs, TPs—ADC;
UA choice [] Browser ] Application— | @ - =r——% =
- N [ — .. 0 ‘\
I:// \\.] w2
O I
% IdP+TP
. OTP-PAT
Patient
\_ ) UA+TP

User /tre@‘

cerida dowa o oltwino

SP

TreC Referti

_— j/ @' TreC Server/
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Phase 1: Fill AppCtx Table

Data Nature | [ Janonymous [/|personal [/]sensitive

AuthN MFA support? V] yes [] no
Aspects Session handling? V] yes [] no

OTP choice V] TOTP [J CR [ other

;/r :ooo‘\

I:/ \'| 1
— S
o — o — / =N\

. OTP-PAT
Patient

tre@

corido dona o oltwino

TreC Referti

\ IED // @. TreC Server
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ltalian Legal Aspects: e-Health data

e The legal aspects related to privacy are covered by the “Personal Data Protection
Code” (legislative Decree no. 196/2003) and its Annex B (Technical Specifications

Concerning Minimum Security Measures).

https://www.garanteprivacy.it/documents/10160/2012405/Personal+Data+Protection+Code+-+Legislat.+Decree+no.196+0f+30+June+2003.pdf

“data controllers shall be required to adopt the minimum security measures in order
to ensure a minimum level of personal data protection”

e In case of public administration, the CAD (Codice dell' Amministrazione Digitale -

D.Lgs.n. 82/3005) must be followed.

http://www.altalex.com/documents/codici-altalex/2014/06/20/codice-dell-amministrazione-digitale

e [talian national elD scheme (SPID) = g B
SPID 2 (LoA3 of ISO-IEC 29115) for PHR Q?’;'i‘ s “

https://www.spid.gov.it/

Agenzia per
'ltalia Digitale



https://www.garanteprivacy.it/documents/10160/2012405/Personal+Data+Protection+Code+-+Legislat.+Decree+no.196+of+30+June+2003.pdf
http://www.altalex.com/documents/codici-altalex/2014/06/20/codice-dell-amministrazione-digitale
https://www.spid.gov.it/

5 min left
Which legal obligations do

yvou have to follow when
dealing with e-health data in

your country? q




. 1. Application 2. Customization of 3. Security 4. Usability
a S e ° u p u Context mID(OTP) Analysis Analysis

AppCtx Table - TreC

Entities User -Patient;

SPapp—>TreC Referti; SPsc—TreC;

UATP,,,—~OTP-PAT; |dPg, TPs—ADC;
UA choice [] Browser /] Application
Phase 2
Data Nature | [Janonymous []personal [/|sensitive >
AuthN MFA support? M yes [] no
Aspects Session handling? ¥ yes [] no

OTP choice V] TOTP [J CR [ other




Phase 2: Customization

1. Application 2. Customization of 3. Security 4. Usability
Context mID(OTP) Analysis Analysis

Phase 2: Customization of mID(OTP)
MSC Security Assumptions (Asms)
yes (58] [ore) 1) o "
Is UA=app? TA,BAI1,BA2,CAl,CA2,
AppCtx Table - TreC PP CA3, AA, UBAI, UBA2
. >
Entities g;er _,,.. -. -;'; e »:. ,»» g Ea ® @
UAYP_ —oTe-PaT; IdP,, TP ~ ALG; TA,BAL,BA2,CAI-A2,
no CA3', AA,UBAI', UBA2
UA choice T Browser & Application <.'_> ' !
Data Nature lanonymous ¥lpersonal Ylsensitive
AuthN MFA support? 7 ves [Jno no Secunty Gouk OTF bax
Aspects Session handling? ¥ yes [Ino MFA? GIBA: SP auth User NA.
QTP choice MTOTP LJCR O other
Glygpa: SP auth User TOTP: TreC S )
with MFA, and R S
G2: OTP proves its e .
yes origin and is fresh G CIE Seraio
Customized mID(OTP)
vz - = TA = ¢ is trusted by rrec on
- -+ GIMFA Trec auth pat.with MFA identity assertions
s ‘.." 3 w e BAL Integrity and confidentiality
e - G2 OTP proves its origin of data stored in the device
i . and is fresh
MSC Scenario Goals Scenario Asms Scenario
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Phase 2: Customization

1. Application 2. Customization of 3. Security 4. Usability
Context mID(OTP) Analysis Analysis

AppCtx Table - TreC Is UA=app?

P,
Entities User — Patient;
SP__— TreC Referti]SP — TraC;
UATP_ —0T?-FAT; IdP,, TP,— ALC;
UA choice 1 Browser {1 Application

<

Data Nature lanonymous ¥lpersonal Klsensitive
o P 4

AuthN MFA support? ¥ ves [Ino
Aspects Sessionhandling? ¥ yes [no

MFA?
QTP choice MTOTP LJCR [Cother

Phase 2: Customization of mID(OTP)
MSC Security Assumptions (Asms)
(58] [ore) 1)
Y TA,BAI, BA2, CAl, CA2,
CA3, AA, UBAI, UBA2
@ e @
TA,BAL,BA2, CAI-A2',
no CA3', AA, UBAI', UBA2'
Security Goals OTP box
no
Glgy: SP auth User NA.
Glygpa: SP auth User ) )
with MFA. and TOTP: TreC Scenario
G2: OTP proves its e .
yes origin and is fresh G CIE Seraio

MSC Scenario

N

v

Customized mID(OTP)
TA = ¢ is trusted by rrec on
GIMFA 7rec auth rac.with MFA identity assertions
BAI Integrity and confidentiality

OTP proves its origin

of data stored in the device
and 1s fresh

G2

Goals Scenario Asms Scenario
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Phase 2: MSC ey

mID(OTP) requires 3 phases:

’@\ Registration: is performed by the TreC developer to
register the app with ADC. It is performed just once.

{ Actlvatlon Is performed by the Patient to configure OTP-
- PAT. It is performed the first time only.

ﬁ‘}b Exploitation: is performed every time Patient accesses
TreC




Registration of TreC

GOAL: registration of TreC with ADC !@\

TreC dev has to provide some information, such as the app
package name and the certificate fingerprint (key_hash) of the app.

Client App Registration

Package Name*: |
Key Hash*: | y
App Name: | ’

App Logo:

TreC devs

key_hash is a digest of the le CERT.RSA, that contains the public key of the developer, the signature of
the app package (APK) obtained with the private key of the developer and other information about the
certificate.

D — s



. . 1. Application 2. Customization of 3. Security 4. Usability
C lva I O n O = Context mID(OTP) Analysis Analysis

GOAL: enable OTP-PAT to securely interact with ADC. & = @

1 Laptop Using a portal made available by ADC, User logs in with CPS
and obtains an activation_code.

=

R ALTOMA

PORTALE DEI SERVIZI ONLINE THANTIO 0 PORTALE DEI SERVIZI AL CITTADINO

Configurazione per One Time Password

Servizio di sincronizzazione dispositivi mobili

Logout

Gestione credenziall di accesso

Da opgl sono disponitil Tuowt meccaniset of acoeszo che t conseniono o uiizzaes I motidts | servin - "

artnm At Quandn nam i con e b b 0PSO stal U220 19 dapastisg senis leftom Gentile . benvenuto sul servizio di sincronizzazione dei dispositivi mobili por l'utilizzo di
One Time Password nell'accesso al servizi della Provincsa Autonoma di Tranto.

Per comsutiste it mocks teuro | sened) onkre, e ad (lenie & pastword. GO Inseing vn coslon Per lavare inseriscl un codice di 5 caratter che dovral Inserre anche sul dispasitivo mobile per completars

Wilahie. thie pucl otemme I8 thae modultl App OTP o Sacuity Cied la procedura @1 sincronlzzazione.

Ti ricordiamo che hal a gisposizione 5 minutl per sincronizzare il tuo dispositivo maobile

Se desider| azzerare le informaziont di sincronizzazione associate al tuol dispositivi selaziona 'apposita
oprions

ATTENZIONE: azzerando @ Informazianl di sincronizzazions tuttl | tuol dispositivi precedsntaments
sincronizzaty non saranng piu etiSzzabdl fino ad una nuova sincronizzazione

'

[ Codcotimpoanesi @ [ I¢

Moon sono pressitl shvorenls zazion precudent

-

Carta Provinciale dei Servizi

.



: 1 1. Application 2. Customization of 3. Security 4. Usability
C lva I O n O = Context mID(OTP) Analysis Analysis

GOAL: enable OTP-PAT to securely interact with ADC. -%-

1 Laptop Using a portal made available by ADC, User logs in with CPS
and obtains an activation_code.

2 Mobile  On her mobile, User enters the activation_code into OTP-PAT
and generates her PIN

.o
OTP- PAT Autenticatione Cittading

CONFIGURAZIONE INIZIALE GENERAZIONE OTP

Codoe & Py e Z1an0ne o
oo coper e et token_IdP
PIN

Conferma PIN

Richiedi PIN
Nsenscr b nformazion e preve il -
Pulsante per snclonzzane Corhguea @ ) Ad ogni generazione del codice OTP

Ogni S minutl
seed

(A) (©)
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L] L]
E 1. Application 2. Customization of 3. Security 4. Usability
x p O I a I O n Context mID(OTP) Analysis Analysis

] | — o)
‘TreC :OTP-PAI ADC oo O
Patient 1
! .
]

[ LAI.Request
_

'
I
'
'
I
-

A2.TreC
.................... »
A3. Read
keyhash
of TreC N A4.TreC.Keyhash.Token IDP OTP-PAT
AS.aMetadata
ASbuserconsent P
® e e q
< A6.apinReguest :
A6.b PIN N :
T > :
A6.cOTP=otpgeneration (Seed, CTime) A6.d OTP.TreC.Keyhash.Token IDP :
1 ] -
' > P ={L|
: A7.token_SP = {ADC.Patient.TreC} inv(pk(ADC))
x AS8. token_SP L"‘ o &
v | | et 1
' :




MSC Exploitation

1. Application 2. Customization of 3. Security 4. Usability
Context mID(OTP) Analysis Analysis

ﬁ e ]

Patient 1
' 1
I
]

|
~ Al,Request
_—

:OTP-PAT |

5
@)
P

LS

keyhash
of TreC

A4.TreC.Keyhash.Token IDP

O

L2

Sbuserconsen
ASbuserconse t=.

A6.a pinReguest

-

A6.b PIN

I

AR
A6.c OTP=otpgeneration (Seed,CTime)
L] ‘_’1 o
A

.token_SP = {ADC.Patient.TreC} inv(pk(ADC))

.
>

2

AdaMetadata

A6.d OTP.TreC.Keyhash.Token IDP

O

o

OTP-PAT

StartActiv{tyForResult

tre@’

cerido dowa o oltwivo

TreC Referti




L L]
1. Application 2. Customization of 3. Security 4. Usability
x p O I a I O n Context mID(OTP) Analysis Analysis

fﬁ :TreCl :OTP-PATl :ADCI
£ N

- |
Patient 1 | . @
' ! I 1
' ' ! 1
~ Al.Request 1! ' !
=“L A2. TreC L :

.................... ﬁ 1
A3. Read :
keyhash '

of TreC A4.TreC.Keyhash.Token IDP :

Lapplicazione TreC sta
cercando di accedere ai
seguenti datl dal tuo profilo
senalNumber,

AS.aMetadata

L 4
rx:

AS.b L‘.serconsent“

A6.apinReguest

T A6.b PIN e

RAifuts

r—

A6.c OTP=otpgeneration (Seed, CTime) A6dOTP.TreC.Keyhash.Token IDP

> b ol

A7.token_SP = {ADC.Patient.TreC} inv(pk(ADC))
A8.token SP | P* ]




L L]
1. Application 2. Customization of 3. Security 4. Usability
x p O I a I O n Context mID(OTP) Analysis Analysis

GOAL: userlogs in TreC app using the ADC identity ﬁ{

I /
% :TreC | :OTP-PAT ADC vo O
i ader

; '—1—@’ —Cs T
Patient ! ! % ! A4
' : I 1
' . ' 1
«. Al.Request 1! ! 1
>1 A2. TreC L5 !
.................... » 1
A3. Read :
keyhash '
of TreC N A4.TreC.Keyhash.Token IDP -
2 ASaMetadata J e siesits »
18 s N dat dal 1 profil
[ . AS.b userconsent ' e ssrosadana
L A0A DLNREJUEST : S
6. N '
f A6.b PI e :
Ll — :
A6.c OTP=otpgeneration (Seed, CTime) A6.dOTP.TreC.Keyhash.Token IDP
: > p =]
- A7.token_SP = {ADC.Patient.TreC} inv(pk(ADC))
x AS8.token_SP | P* o
..................... ]
- L - 1
1 ] 1
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1. Application 2. Customization of 3. Security 4. Usability
x p O I a I O n Context mID(OTP) Analysis Analysis

fﬁ :TreCl :OTP-PATl :ADCI
.~ \&,

- |
Patient 1 | . @
' ! I 1
' ' ! 1
~ Al.Request 1! ' !
=“L A2. TreC L :

.................... ﬁ 1
A3. Read :
keyhash '

of TreC N A4.TreC.Keyhash.Token IDP :

AS.aMetadata

X Q
ot

ASbuserconsent

[- L A6.apinReguest ]
AODD FLN
I i
r—i

A6.c OTP=otpgeneration (Seed, CTime) A6dOTP.TreC.Keyhash.Token IDP

> b ol
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1. Application 2. Customization of 3. Security 4. Usability
Context mID(OTP) Analysis Analysis

Phase 2: Customization of mID(OTP)

MSC Security Assumptions (Asms)

yes & TA.BAI1, BA2.CAl, CA2,

CA3,AA, UBAI,UBA2

AppCtx Table - TreC Is UA=app?

Entities User — Patient;
SP__— TreC Referti]SP — TraC;
UATP_ —0T?-FAT; IdP,, TP,— ALC;

UA choice T Browser & Application <.'->
Data Nature lanonymous ¥lpersonal Ylsensitive

= Security Goals OTP box

Aspects Session handling? ¥ yes no no
s | SRR g7 wlyes U MFA? Glgy: SP auth User NA.

QTP choice MTOTP LJCR [ other

@ e @

TA.BA1,BA2,CAI-A2,
L CA3', AA, UBAI', UBA2'

AuthN MFA support? ¥ ves [Ino

Glygpa: SP auth User

with MFA, and
G2: OTP proves its
yes origin and is fresh

.

Customized mID(OTP)

| Ed s 2\ .
=2 AT apc s trusted by Trec on

e GIyFA Trec authrat. with MFA TA identity assertions

TOTP: TreC Scenario

CR: CIE Scenario

 — - w e BAL Integrity and confidentiality
[losre 3 G2 oTP PrOvES 1S origm of data stored in the device
e u and is fresh

MSC Scenario \ Goals Scenario j Asms Scenario
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Phase 2: Customization

The TreC solution is a 3 instance-factors authentication solution:

1. token IdP thatisstoredin OTP-PAT andin ADC as a result of the

activation phase (used as a session token in place of the user
credentials to provide a SSO experience);

2 . PIN known by Patient to unlock OTP-PAT; j
3. {seed} PIN thatisstoredin OTP-PAT.

MFA Goal:

TreC authenticates Patient even if an intruder knows up to
2 instance-factors

N, G. Sciarretta, R. Carbone, S. Ranise and L. Vigano.
é Design, Formal Specification and Analysis of Multi-Factor Authentication Solutions with a Single Sign-On Experience.
Proceedings of the 7th International Conference on Principles of Security and Trust (POST 2018).
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Phase 2: Customization

Phase 2: Customization of mID(OTP)
MSC Security Assumptions (Asms)
yes | | G Eom @ ,
: i) TA,BA1,BA2.CAl,CA2,
AppCtx Table - TreC I Use=app! CA3, AA, UBA1, UBA2
= >
e | s P e &
UAYP_ —oTe-PaT; IdP,, TP ~ ALG; TA,BAL,BA2,CAI-A2,
; _ . no CA3', AA, UBAI', UBA2'
UA choice 1 Browser {1 Application <+>
Data Nature lanonymous ¥lpersonal Ylsensitive
AuthN P_-'IFA support? 7 ves [no no Secunty Geald OTP hax
Aspects , Session handling? ¥ yes [Ino MFA? GIBA: SP auth User NA.
QTP choice MTOTP LJCR [Cother
Glygpa: SP auth User TOTP: TreC S .
with MFA, and it
G2: OTP proves its e :
yes origin and is fresh CReGIE Seenario
Customized mID(OTP)
My - = TA = 2P° is trusted by Trec on\
g | S GIMFA Trec autheat. with MFA identity assertions
fbae : ‘.." e 3 w e BAL Integrity and confidentiality
e G2 OTP proves its origin of data stored in the device
s - and is fresh
MSC Scenario Goals Scenario \ Asms Scenario j
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Assumptions

Strong Assumptions

Trust TA ADC is trusted by TreC on identity assertions.
Assumption

CAl The communication between TreC and OTP-PAT is carried over an inter-app communication implemented
using StartActivityForResult (). This Android method --- which allows an app to execute another app
and get a result back --- guarantees that TreC that sends a request to OTP-PAT at Step A2 in Figure 6.1 is
the same app that receives the result back from OTP-PAT at Step A10.

Communication

. CA2 To read the key hash value (Step A3 of Figure 6.1), OTP-PAT uses the Android method
Assumptions

getPackageInfo (client packageName, PackageManager.GET SIGNATURES), which extracts the
information about the certificate fingerprint included in the package of TreC.

CA3 The communication between OTP-PAT and ADC occurs over a unilateral SSL or TLS channel (henceforth
SSL/TLS), established through the exchange of a valid certificate (from ADC to OTP-PAT).

AA The activation phase is correctly performed by Patient. That is, Patient downloads the correct OTP-PAT (i.e.
it is not fake app) and correctly follows the activation phase process, and the communication channels that are
involved in this phase are secure.

Activation
Assumption

Weak Assumptions

BA1l Integrity and confidentiality of data stored in the device, i.e. an app cannot read or modify data stored by

another app.
Background PP

Assumptions

BA2 There is no surveillance software (e.g., keylogger) installed on the user's device capable of reading the values
that Patient types.

UBA1l Patient enters her credentials and (optionally) values for the OTP generation only in the correct OTP-PAT app
User Behaviour being careful not to be seen by other people.

Assumptions

UBA2 Patient is the only person using the OTP-PAT app that has been activated with her identity.

. e



Assumptions

Strong Assumptions

Trust TA ADC is trusted by TreC on identity assertions.
Assumption

CAl The communication between TreC and OTP-PAT is carried over an inter-app communication implemented
using StartActivityForResult (). This Android method --- which allows an app to execute another app
and get a result back --- guarantees that TreC that sends a request to OTP-PAT at Step A2 in Figure 6.1 is
the same app that receives the result back from OTP-PAT at Step A10.

Communication | 7> | T4 read the key hash value (Step A3 of Figure 6.1), OTP-PAT uses the Android method

Assumptions getPackageInfo(client packageName, PackageManager.GET SIGNATURES), which extracts the

CA3 | The communication between OTP-PAT and ADC occurs over a unilateral
SSL or TLS channel (henceforth SSL/TLS), established through the
exchange of a valid certificate (from ADC to OTP-PAT).

it is not fake app) and correctly follows the activation phase process, and the communication channels that are
involved in this phase are secure.

ActiVatom
Assumption

Weak Assumptions

BA1l Integrity and confidentiality of data stored in the device, i.e. an app cannot read or modify data stored by
another app.

Background
Assumptions

BA2 There is no surveillance software (e.g., keylogger) installed on the user's device capable of reading the values
that Patient types.

UBA1l Patient enters her credentials and (optionally) values for the OTP generation only in the correct OTP-PAT app

User Behaviol

Assumptions) UBAZ2 | Patient is the only person using the OTP-PAT app that has been
activated with her identity.
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Phase 3: Security Analysis

1. Application 2. Customization of 3. Security 4. Usability
Context mID(OTP) Analysis Analysis

X B 2] ;
: TA | e IS trusted by . on
B identity assertions GlMpa _ auth _ with MFA
—rre I ' Integrity and confidentiality
T BAI . ; its origi
. e e | of data stored in the device G2 | OTP provesits origin
i e i and is fresh

MSC Scenario

Asms Scenario

Goals Scenario

v

Entities User — Fatient;

no | ==
SP“'T" -+ TreC Referti;SP —Tre(; Is a formal — 'MSC +Asms + Goals + Ad;c‘z:(skalrml s Se"”f‘?sc““"'&‘)
UA, P‘“: —UlY~rYAal, 'dp TP T AL, analyblh rcqu"_cd? ' E Evidence
UA choice [IBrovwser MAppiicaion = | | 2= IR || 0 B e e e A

Data Nature : :

Clanonymous ¥lpersonal Ksensitive

AuthN MFA support? ¥ ves [Ino
Aspects Session handling? ¥l yes [Ino
QTP choice M TOTP L CR [ other

Jes* IMSC +Asms + Goals ]

Phase 3: Security Analysis

_________________________ Funmﬂ’SEpcc gc;uy Protocol |

K Lma ing] @ ™1 AERTER
_EP_E |;‘, ; l Advenarial model
S C—

A ANTSSAR

ASLan++

AVANTSSAR Project. Deliverable D2.3 (update) ASLan++ specification and tutorial.
http://www.avantssar.eu/pdf/deliverables/avantssar-d2-3_update.pdf, 2008.
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Modelling the Honest Entities and the Intruder

x

Patlent
'l

OTP-PAT

]
~Al.Request
—_—

& &

58

Ki%%4 TreC APP %A44
entity Service_Provider{Actor, OTPPAT, ADC, Patient: agent, Ch_T20, Ch_02T,
Ch_P2T, Ch_T2P: channel, Request: text) {

ADC

select{o

n(Patient -Ch P2T-> Actor: Request) :{5STEP Al

l A4 . TreC.Koynash,.Tokon IDP
F= ASnMetadata
* ASbu '
le A6a pinRequest J
1 Abh PIN |
il e
A6 OTP =°‘Pg°“=’°“°“'b°°d'h1“§2 L; AGdOTP. TreC , Keyhask.Token 10D

AT token_SP = (ACC, Patient, TreC)

Inv(pk (AECH)

- v

4

-

61
62
63
64
65
66

68
69
70
71
72
73
74
75
76
77
78
79

on

Actor -Ch_T20-> OTPPAT: Actor; JSTEP A2

select{ocn(0TPPAT-Ch_02T->Actor:{ADC. ?Patient.Actor}_inv(pk(ADC))): {%A8
SP_authn_U_on_Request: (Request) := Request;
133
}
1

%A% OTP-PAT APP %A%
entity User_Agent{Actor, TreC, ADC, Patient: agent, Ch_T20, Ch_02T, Ch_024,
Ch_A20, Ch_P20, Ch_02P: channel, Seed: seed, Token_IDP: token, CTime: time) {

symbols

KeyHash: key_hash;
Metadata: text;
PINRequest: text;
PIN: pin;

body{%of UA
iknows(CTime);




Modelling the Honest Entities and the Intruder

55 |XAk%4 TreC APP %RA4
56 |entity Service_Provider{Actor, OTPPAT, ADC, Patient: agent, Ch_T20, Ch_02T,
67 |Ch_P2T, Ch_T2P: channel, Request: text) {
&8
59 [body{%of SP
60 |lselact{on(Patient —Ch P2T-> Actor- Reauest)-{ YSTEP A1
Actor —-Ch T20-> OTPPAT: Actor):{=STEP A2
e - — . . T—=—re=-DC) ) ) 1 {/AB
63 SP_authn_U_on_Request: (Request) := Request;
64 133
65
66

}
)

1

68 |%A%/A OTP-PAT AFP Y44

69 |entity User_Agent{Actor, TreC, ADC, Patient: agent, Ch_T20, Ch_02T, Ch_024,

70 |Ch_A20, Ch_P20, Ch_02P: channel, Seed: seed, Token_ IDP: token, CTime: time) {

71

.-\7'. token_SP = (ACC.Patient,TreC) invipk(ADC)H) 72 |symbols

“.“’!‘c""sp. r: * 73 |KeyHash: key_hash;

74 |Metadata: text;

i ‘TreC OTP-PAT ADC

v
Patlent 1
R '
1
'4

'
»~ Al. Request

T
1
'
'
T
U

A4 . TreC.Koynash,.Tokon IDP

ASbu

F: ASaMetadata
|
J

A6a pinRequest
Abh piv

A6 OTP

otpgencration (Seed, CTine) E A6 OTP. TreC Keybask.Token IDP

'

1
- v '
' ' '

75 |PINRequest: text;
76 |PIN: pin;

77
78 |bedy{%of UA
79 |iknows(CTime);

on




Modelling the Honest Entities and the Intruder

55 |X44%4 TreC APP JLAA
56 |entity Service_Provider{Actor, OTPPAT, ADC, Patient: agent, Ch_T20, Ch_02T,
67 |Ch_P2T, Ch_T2P: channel, Request: text) {
&8
i ‘TrecC \OTP-PAT ADC 59 [body{lof 5P
; - - - 60 |select{on(Patient -Ch_P2T-> Actor: Request):{ STEF A1
e " ' ' 61 [Actor —Ch_T20-> OTPPAT: Actor; JSTEP A2
§ AT Rigquast ¥ - 1 62 select{on(0TPPAT-Ch_02T->Actor:{ADC. ?Patient.Actor}_inv(pk(ADC))):{%A8
" ... A2TreCc & ' 63 SP_authn_U_on_Request: (Request) := Request;
A3, Read -
keyhash : ot B
of Trec h A4 . TreC.Koynash,Token IDP ' 65 }
66

SnMetadata
be ASaMetadata 1 1
. ASh ugerconsent J . 67

AfiapinRequest 68 |%u%% OTP-PAT AFP %44%

> Afbh PIN >4 69 |entity User_Agent{Actor, TreC, ADC, Patient: agent, Ch_T20, Ch_02T, Ch_024,
v ) ) I, 70 |Ch_A20, Ch_P20, Ch_D02P: channel, Seed: seed, Token_IDP: token, CTime: time) {
A6 OTP=ctpgeneration (Seed, CTine) | A6.dOTP. Tret  Ke A% Takan IDD
< . JTreC ,Reyhash.Token IDF 2o
' > * 71
: AT.woken_SP = (ADC.Patient,TreC) invi(pk(ADCH) 72 |symbols
e =
- 4““’!‘“’“5". j b 73 |KeyHash: key_hash;
' 1 H ‘ 74 |Metadata: text;

75 |PINRequest: text;
76 |PIN: pin;

77
78 |body{liof UA
79 |iknows(CTime);

on

* Dolev-Yao intruder who can overhear and modify messages using his initial knowledge and
the knowledge obtained from the traffic, but cryptography is secure, i.e. decryption is
impossible without appropriate keys.

Dolev, D., Yao, A.: On the Security of Public-Key Protocols. In: IEEE Transactions on Information Theory. (1983) 2(29)
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Assumptions and Goal Formal Mapping

Formal Specification

Asm
Specification of Assumptions

TA We do not consider sessions with i playing the role of
ADC

BA1l “Built-in”: 1 cannot read the internal state of the other
entities

BA2 “Built-in”: 1 cannot read the internal state of the other
entities

CA1l 1ink (T20,02T) ;

CA2 authentic on (T20, TreC);

CA3 confidential to (022, ADC);
weakly authentic(023);
weakly confidential (A20);
authentic_on (A20,ADC) ;
1link (O2A,A20) ;

AA Data obtained during the activation phase are
nonpublic values

UBA1l confidential to (P20,0TPPAT) ;

UBA2 authentic on (P20, Patient);

Gl, |SP authn U on Request:( ) Patient *->> TreC;

T




Assumptions Formal Mapping

Formal Specification
Asm
Specification of Assumptions Removal of Assumptions
TA We do not consider sessions with i playing the role of ADD sessions with i playing the role of ADC
ADC
BA1 “Built-in": i cannot read the internal state of the other ADD iknows (token IDP);
entities iknows ({ |seed|} pinUser);
BA2 “Built-in”: 1 cannot read the internal state of the other ADD iknows (pinUser) ;
entities
CA1l 1link (T20,02T) ; DELETE 1ink(T20,02T) ;
CA2 authentic _on(T20,TreC); DELETE authentic on(T20,TreC);
CA3 confidential to (022, ADC); DELETE confidential to(02A, ADC);
weakly authentic(023); weakly authentic (02A3);
weakly confidential (A20); weakly confidential (A20);
authentic_on (A20,ADC) ; authentic_on (A20,ADC) ;
1link (O2A,A20) ; 1ink (O2A,A20) ;
AA Data obtained during the activation phase are ADD iknows (token IDP);
nonpublic values iknows (pinUser) ;
iknows ({ |seed|} pinUser);
UBAl | confidential—+te{P20;0TPRPAT) DELETE confidential to (P20, 0TPPAT) ;
UBA2 | authentiec—oni{P20,Patient) DELETE authentic_on (P20, Patient); Proximity
Intruder
G1, SP authn U on Request:( ) Patient *->> TreC;
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Phase 3: Security Analysis

Entities

UA choice
Data Nature

AuthN
Aspects

QTP choice

A E
= . -
M T
»
i
o .
- P
“ .
> Hsbarishegant
A
e -

MSC Scenario

User — Fatient,;
SP__—+ TreC Referti]SP.— Tred;
UATP_ —0T2-FAT; IdP,. TP,— ALC;

1 Browser {1 Application

Clanonymous ¥lpersonal Ksensitive

MFA support? ¥ ves [Ino
Session handling? ¥l yes [Ino
MTOTP LJCR [ other

1. Application 2. Customization of 3. Security 4. Usability
Context mID(OTP) Analysis Analysis

TA | o is trusted by . on
identity assertions Glmra auth _ with MFA

TreC Pat

BAI Integrity and confidentiality .
of data stored in the device Gy | OTP proves its origin
and is fresh

Asms Scenario Goals Scenario

v

Phase 3: Security Analysis

no | ey R
Is a formal — 'MSC +Asms + Goals + Adversarinl] | Self-assessment
analysis required? . Evidence

:: PAL 3 (Formal analysis) ( )

_________________________ j Formal Spec v Secunity Protocol
Jes* IMSC +Asms + Goals —p, — 0 Analyzer
e \[:m“pp'"g 0)
3

- SATMC
S Q

SAT-based bounded model checker: Mc || M, E Gg,

.



Security Analyses

Analysis 1: Is the solution secure under all the strong and weak assumptions?

SATMC does not find any attack on the solution (i.e. the
intruder is not able to impersonate the user)




Security Analyses

Analysis 1: Is the solution secure under all the strong and weak assumptions?

SATMC does not find any attack on the solution (i.e. the
intruder is not able to impersonate the user)

Analysis 2: Which assumptions can be removed? (e.g., modeling a wrong implementation)
* none of the strong assumptions

 one weak assumption at a time

* acombination of weak assumptions such that all the instance factors are not
compromised

only if the intruder compromises all the instance
factors he is able to impersonate the patient




Security Analyses

Analysis 1: Is the solution secure under all the strong and weak assumptions?

SATMC does not find any attack on the solution (i.e. the
intruder is not able to impersonate the user)

Analysis 2: Which assumptions can be removed? (e.g., modeling a wrong implementation)
* none of the strong assumptions
 one weak assumption at a time

* acombination of weak assumptions such that all the instance factors are not

compromised _ _ _ _
only if the intruder compromises all the instance

factors he is able to impersonate the patient

Removed Compromised Factors

Weak Asm(s) PIN {seed} PIN token_ IdP
m) DAl X v v

BA2 v X X

UBAlvu v X X a
) UBA2y,., x v v
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Security Analyses

Analysis 1: Is the solution secure under all the strong and weak assumptions?

SATMC does not find any attack on the solution (i.e. the
intruder is not able to impersonate the user)

Analysis 2: Which assumptions can be removed? (e.g., modeling a wrong implementation)
* none of the strong assumptions
 one weak assumption at a time

* acombination of weak assumptions such that all the instance factors are not

compromised _ _ _ _
only if the intruder compromises all the instance

factors he is able to impersonate the patient

Removed Compromised Factors

Weak Asm(s) PIN {seed} PIN token_ IdP

BAl X v v

BA2 v X X
‘ UBAlya, v X X
) UBA2y,., X v v
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Phase 3: Security Analysis
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|
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(] 1. Application 2. Customization of 3. Security 4. Usability
a S e ° u p u Context mID(OTP) Analysis Analysis

. T TA | o is trusted by ____ on
| R identity assertions Glmpa | auth | with MFA
|8 'Zﬂ?ljiiijf; — : Integrity and confidentiality _ o
. e = , Bl of data stored in the device G2 OTP proves its origin
5 R £ P and is fresh
MSC Scenario Asms Scenario Goals Scenario

v

Phase 3: Security Analysis

PAL 1 (Semi-formal analysis)
Entities User — Fatient;

no : '
Sp-clc ~ TreC | : ti; SP.— TreCy Is a formal — ;MSC +Asms + Goals + Ad:::;:;ml ' Sclf-assessment
UATP__—OT?-PAT; ldP,, TP,— ALC; analysis required? ' )

UA choice [JBrowser B-Appiication @ | | 320920 GRG0 |FTT SR T AR Ea '
Data Nature lanonymous §lpersonal Klsensitive PAL 3 ('Formal analysis)

Evidence

AuthN MFA support? . 3: ves [Ino 2 ’ Formal Spec Security Protocol
Aspects Session handling? ¥ yes [Ino . - A A O SRS - alv
pe _ ession handling? ¥ r o8 'MSC +Asms + Goals - : ® Analyzer
OTPchoice =~ WITOTP LJCR [ other e cmmane l ®)
-
PG
Security Analysis
Report
Did the analysis ‘

Phase 4 find attacks?
no X
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Phase 4: Usability Analysis X

e Monitoring apps require a daily or even hourly use

e Mobile keyboards are small and sometimes uncomfortable to use.

The designed solution:

i does not ask Patient to enter the OTP; after the PIN input,
the OTP value is sent to ADC in a transparent way.

i provides a SSO experience. Until the session is valid,
Patient has to digit only her PIN to access TreC or other

federated apps.




TreC DEMO - Exploitation Phase

74



® Introduction and Problem Statement
w Question 1: Mobile vs Browser-based Authentication
® Design Choices: Security and Usability Problems

% Exercise 1: embedded browser Exercise 2: OTP displayed on the screen

® Methodology Overview: TreC Scenario
” Question 2: e-health legal compliance

® Usability Discussion on TreC
% Exercise 3: TreC activation phase

® Conclusions and On-going/Future Work
Question 3: Pros & Cons of our methodology and TreC solution

Question 1bis: Mobile vs Browser-based Authentication
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Usability Problems

The activation phase is too complex:

1. Itrequires the use of a smartcard reader
- need for an installed software

- some browser incompatibility

2. The users are bothered by the use of a
complex password

CONFIGURAZIONE INIZIALE

- easily forgettable sz ] |

Norme Utarte

76




min left

How will you solve these two
usability problems?




Activation of OTP-PAT: 2nd Solution

1l.a Laptop Using a portal made available by ADC, User logs in with a LoA 2
and obtains an QR code.

KR O hizp:amanmp b co = XN O il iivisla. ciaimn =

e ——

o PORTALE DEI SERVIZI AL CITTADINO i”"

w

PORTALE DEI SERVIZI ONLINE T@INTI o
7/ ‘\‘ .
w PIES For the download
=]z

ATTWA LA CARTA 'Rtum PO lvﬂru:l FIRMA DIGTALE ||m- I

I_EI' :[=]
"IEI For the activation

1.0 Help A user, after an in-person identification, obtains an QR code.
Desk envenuto
6 ° Mariot

. . . I
e e S] — — — = :.%

(=]

w

Attiva la tua
OTP-PAT

Vorrei attivarmi al portale
dei Servizi Online




Activation of OTP-PAT: 2nd Solution

2 Mobile  On her mobile, User scan the QR code using OTP-PAT, enters
a temporary code obtained on her email and generates her PIN

scegll Pin

Conferma Pin
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® Usability Discussion on TreC
% Exercise 3: TreC activation phase

e Conclusions and On-going/Future Work

Question 3: Pros & Cons of our methodology and TreC solution

Question 1bis: Mobile vs Browser-based Authentication
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Conclusions and On-going/Future Work

e New methodology for the design and security assessment of
mobile authentication and SSO solutions

e Covered aspects:
o Security Usability Legal-provisioning
o SSO MFA Native apps

e Real-world scenarios: TreC ...

On-going - Future Work:

A (eit
e Semi-automatic code generation @ STAnD
Security Tools
for AppyDevelopment Dlgltal

e Extensions of the AuthN aspects

e Formalization of other OTP generation approaches
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Can we use web app
authentication solutions for

mobile apps?
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Thanks for your attention!

Any questions?
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