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The Problem

 Self-Sovereign Identity (SSI) protocols require cryptographic key management in addition to Web3 
key pairs

 Only SSI edge wallets allow using verifiable credentials (VCs) in a privacy-preserving way (Reed et 
al., 2021)

 Web3 is perceived as discrete sector and distinct user experience. In reality, Web3 user journeys 
intermingle with Web2
 A user may authenticate with a dApp using their Web3 identifier, input user and/or KYC 

information, access and share information on Google Workspace, and manually confirm their 
Web3 address for receiving payment

 Global Virtual Asset Service Providers (VASPs) continue to use existing identification rails.

The EUDIW does not help Web3 professionals 
KYC at VASPs for off-boarding their  crypto.
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A Proposed Solution

 A wallet-like architecture that aggregates, encrypts, and attests to credentials from 
various issuers by integrating a multitude of digital identity protocols
 Users request their data from a resource server using OAuth 2.0
 Request export their data from an EUDIW using verifiable presentations according to 

OID4VP
 Aggregate Web3-specific data by querying the blockchains and subgraphs

 The data is encrypted and signed by the user with their Web3 public key

 Encrypted credentials are stored on the server

 A history of credential uploads and presentations are logged in a smart contract.
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How did we get here?

 DAOs rely on blockchain-based automated data storage mechanisms and smart 
contracts, but risk becoming technocracies

 “How can plutocracy or sybil attacks be avoided, when common “one-token-one-vote" 
mechanisms mean that wealthy users can buy a disproportionate number of tokens and 
subsequently gain a disproportionate amount of voting power?” 



     (Tan et al., 2023, pp.48)
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Definitions
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Self-Sovereign Identity (SSI)

SSI Practitioner
 Recently, a new identity model known as decentralized identity — popularly called “self-

sovereign identity” (SSI) — has emerged. It is important to note that the definition of self-
sovereign identity (SSI) is still a work in progress in the industry. (Avellaneda et al., 2019

 “Self-sovereign identity is a digital identity philosophical perspective that emerged based on 
providing users with ownership and control of their digital identity information.” (Boysen, 2021)



Observer
 “SSI is still only loosely defined. [...] In essence it is an identity management system which 

allows individuals to fully own and manage their digital identity.” (Mühle et al., 2018

 “SSI [...] refers to a new IMS whereby the user should fully own his/her identity data without 
any intervention from an outside administration.” (Dib & Toumi, 2020)



Critic
 “The conception of a self-sovereign identity or a sovereign individual did not emerge from 

philosophy, legal theory, or political science texts; instead, it came from blog posts, magazines, 
and Internet forums of software developers. Such forums defined SSI as a set of ethical 
principles and an idealistic vision in which individuals become ‘rulers of their own identity’ 
(Allen, 2016)” (Weigl et al., 2022)
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Decentralised Identity

Positive Definitio
 “[D]ecentralized alternatives such as Pretty Good Privacy (PGP) crypto systems, 

which allowed secure signing and encryption [are] based on “webs of trust” among 
individuals, rather than a central authority.” (Weitzner, 2006

 “[D]ecentralized systems such as OpenID give complete control over creating the 
identifier to the user (who just mints a URI). [...] Notably, the identity provider is 
virtually uninvolved with the nature or quality of assertions others make about the 
identity holder.” (Weitzner, 2007)



Negative Definitio
 “As a distinction to decentralized identity systems, the SSI paradigm has additional 

requirements that ensure the users’ sovereignty of their identity and the storage-
control of the associated confidential data linked to their identity (Naik and Jenkins, 
2020).” (Laatikainen et al., 2021)
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“A Sybil attack attempts to target user 
reputation features in a peer-to-peer network 
system through forging multiple identities and 

acting as several nodes within the system.” 
(Reynolds & Irwin, 2017)
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“DAOs are organizations whose origins are the 
web, and whose rules and terms of membership 

are orchestrated by code-backed protocols, 
rather than large institutions and ‘middleman’ 

organizations.” (Sinha et al., 2021)
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Semantic Web vs. Web3
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The Pragmatic Meaning(s) Decentralised Identity
(Lai et al., 2023)

 Semantic Web (2006 - ) “enhances data resource access efficiency through 
data reuse and interlinking between websites, mainly involving P2P technology 
(D. J. Weitzner, 2007) and Resource Description Framework (RDF)”

 Web3 (2014 - ) “Web3 is that it can realize a serverless internet, that is, an 
internet where users generate content that belongs to the users themselves”.
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Decentralised Identity for the Semantic Web
(Miller et al., 2007)

 OIDC-based “decentralised identifiers”

 MicroID was referred to as decentralised because it is 
generated through client-server interactions and does not 
rely on centralised PKIs

 It is not decentralised in the Web3-meaning of 
decentralisation, as it requires OAuth and a conventional 
server architecture.
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Decentralised Identity for Web3

Ethereum Attestation Service (2024)

 Today, decentralised identity focuses on Web3 
attestations for long-lived and pseudonymous 
identifiers on public-permissionless blockchains

 Permissionless schema registries allow for the 
registration of schemas and their issuance to 
EVM-compatible public keys.
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DeCentralisation?

 Logging data that is encrypted using user-controlled public keys 
persistently on public-permissionless ledgers is risky and does not 
conform with GDPR (European Parliament, 2016)

 DIDs rely on resolving a DDO (Sporny et al., 2022), which is a hurdle to 
serverless dApps that have a minimal backend at most

 Users have to rely on the EUDIW supporting VPs for Web3

 The EUDIW does not offer pseudonymous privacy-preserving attestations 
of sensitive credentials because the PID is always transmitted.

eIDAS Expert Group (2023)
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Recentralisation

 WIDE creates an untrusted server architecture (Dong et al., 2011) with client-sided 
claim encryption

 VCs are encrypted by the user with an EVM-compatible cryptographic key pair

 The WIDE bridging server signs ciphers in hexadecimal format and logs identifier-
specific signatures on a public-permissionless ledger

 Thus, WIDE offers non-economic on-chain attestations and sybil resistance by 
allowing users to prudently correlate their identifiers. Relying parties then verify 
probabilistically that a public key represents a unique human (Siddarth et al., 
2020).
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Claim Onboarding

 Alice connects an EVM-compatible Web3 wallet to the 
digital identity bridge

 The digital identity bridge verifies Alice is the owner of a 
secret key through signed message verification (Chang 
et al., 2021)

 Alice imports a credential import through a verifiable 
presentation, POAP, or OAuth2.0

 Alice encrypts and hashes the credential and sends 
both to the bridging server

 The bridging server tags the encrypted credentials of 
Alice through issuer metadata and stores the ciphers

 The bridging server signs over Alice’s wallet, the hash 
and the cipher and logs the signature to Optimism.
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Presentation

 Bob request for plain text claims and blinded claims are 
needed from Alice

 Bob is sending the presentation configuration to the 
bridging server

 Alice is redirected to the digital identity bridge and 
connects their wallet

 Alice is presented with the request from Bob by the 
digital identity bridge and accepts the request

 Alice downloads the appropriate ciphers with a random 
token and decrypts them

 Alice signs a consent message, the data and sends it 
with the token to Bob

 The digital identity bridge redirects Alice to Bob
 The bridging server logs the identity interaction with 

Bob on Optimism.
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Simplified WIDE Solution Map

3rd Party Provider
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For a detailed architecture, please 
browse our documentation on GitHub.!
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Follow WIDE

Thank you for your 
attention!



Do you have any 
questions?

ben@wid3.org
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